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Free! Bonus disclaimer!!

< = ——————— ¢~ =

= Any opinions expressed herein are purely my own. This is a presentation based on
one individual’s experiences.

= Do Not Fend, Mold, Bindle or Sputilate. Not for use in hot tubs. This product is meant
for educational purposes only as students are trapped in classes and can't escape. Do
not use while operating a motor vehicle or heavy equipment, which suggests a poor
future for laptop-based digital maps. May be too intense for some viewers, not intense
enough for others. Freshest if eaten before date on carton, which doubles as an
appetizer. Please remain seated until the captain replaces the light in the overhead
sign. Breaking seal constitutes acceptance of agreement. Do not dangle the mouse by
its cable or throw the mouse at co-workers. Not to be combined with other
radioisotopes except under the advice of a physician. Do not taunt happy fun ball.

Images derived from the author’s personal collection or Wikimedia Commons public domain. No Known Copyright Restrictions.
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Speaker’s background: “Embrace the Weird!”

= | wrote my first mainframe pro%ram/s in 1979 (OIS7MVT 21.8F using CALLJ-SS, P
FORTRAN, BASIC, and York AP

)i

first IBM 370 assembler code in 198o0.

| think I'm making progress.”

= A one-line career summary: "Deep on IBM Z System virtualization, Unix & Linux; broad
on... other weird stuff."

VM since 1979; Various incarnations of Unix since 1983
Linux since the beginning of Linux (Slackware, 5.25" floppies, 1993)

‘Enough MVT /VS/1/MVS [0S/390 / z/OS to be dangerous

z/VM Product Engineer at Rocket Software, Inc. since 2003
Role expanded beyond z/VM to “Geek of Virtualization and Container Technology on IBM Z" in 2022.
More recently: Custodian of Rocket TMON for VSE |

= It continues to be a long, strange trip:

IBM 8100, IBM 3650, CADAM, Amoeba, Planr_?, MUSIC, OS/2, UTS, SCO Unix, TeraData, NetWare, .
0

HP-UX, AlX, U|trix5, Solaris, Cluster / High-Pe
InfiniBand),
Image Processing, Embedded Systems, First IT Security Officer for U. of Arkansas

Outside of IT: Gentleman Farmer, Certified Emergency Medical Responder, State of AR Law Enforcement Officer
More generally: “I'm having a great career based on working with the weird stuff.”

rmance Computing (Linux+Beowulf, Myrinet,

T me—— e = e St T 3
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Outline

Presentation roadmap

— Foundations: Things you should already know or have

— Architecture review: z/VM system organization

— Boundaries: Scope and scale

— Tool set: z/VM components, Licensed Program Products, and Hardware
— Strategy and Objectives: System recovery

— Tactics: Backup

— Definitions: What's a disaster?

— Tactics: Recovery

- Wrap-up: Q&A, Feedback, Discussion

Rocket



Things you should already..

— — ———

= ...know: z/VM Systems Programmer [ Systems Administrator skills

= ...know: How to find your way around in the z/VM Library

. ...havve: Undérstanding of your hardware & software environment[s]
* ...have: Management support: Policy, Retention, and Resources

= ...have:Time, Essential Knowledge, Plans

Rocket



Architecture Review:
z/VM system organization

F—— = ——— ——— - e =

Essential parts of the z/VM operating system

- For our purposes, mostly DASD assets:
-. CP-owned: RES, Common, Release, Spool, Page
- SSI: PDR volume
- CP system: "Online and ATTACHed to SYSTEM”
- CP system minidisks (CPLOAD MODULE, SYSTEM CONFIG)
- CMS run-time: MAINT 190, 19D, 19E

- Non-DASD:

- At least one system console
- Tape subsystem (we assume TS7700, where we assume at all...)
- Login credentials: OPERATOR, MAINTvrm

Rocket



Archltecture Review: = |
M1n1ma115t z/VM system organlzatlon
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Architecture Review: |
Somewhat more realistic z/VM system organization

"

Sk - - - = = 7410 7400 : 7401
= Expands on the minimum:
E 740RES VMCOMa 740RL1

- CPU, Memory, Console, OSA, Tape
. _DASD > aEET> 7404

1 CPU (IFL)

. . S P
- The z/VM minimum set, (Spool (Page/

i 1GB Memory Sﬁared) Pri\?ate) (MDISK /
- System infrastructure volumes Shared)

- Program products, non-IBM SFS, .
installation materials, additional page/ ~ 3270*16  VOSA
spool capacity, RACF database...

- User /Guest volumes
- i.e. production workload data

.
(Incremental

I_I_I

Catalog
Data) SFS

8800 9500
0580...058F
Tape

Guests... Guests...




Boundaries: Scope and scale

S = e —————— - =

= My one size may not fit your all.

— Scope of discussion
= (Mostly) focused on non-SSI z/VM configurations
= We'll take a brief look at SSI considerations toward the end

— Scale: Discussion assumes a small- to medium-sized z/VM system configuration
= Tape is medium of choice for backup

- Lab environment is based onTS7700, though process is largely subsystem-agnostic
= No assumptions made regarding availability or use off-site DASD replication

— Focus: SYSTEM recovery, not APPLICATION recovery

Rocket
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Tool set: z/VM components

o — —— ——— e

= Provided as part of the z/VM operating system

* Q:What tools can | rely on having available in a recovery scenario?
— CP (hypervisor) and CMS (“command shell”)

— Utility functions:
= DDR (DASD Dump [ Restore)
= |CKDSF

= DFSMS/VM RMS (Removable Media Services)
— Supporting software for IBM VirtualTape Subsystem

Rocket
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Tool set: Licensed Program Products
“What additional tools does this example rely on?”

7 < ——— ——————— - = = — - -

= IBM Operations Manager for z/VM

- Automated operations

= |IBM Tape Manager for z/VM

— Tape media management services

* |IBM Backup and Restore Manager for z/VM

— z/VM data backup and restore services

= IBM Library for REXX on zSeries (fee-based licensed product)
_OR-—
IBM Alternate Library for REXX on zSeries (zero-fee alternate)

- Prerequisite for Tape Manager, Backup and Restore Manager
q P g P g Rocket
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T001 set:iHanWéhe

L

Processor, DASD, and
tape resources
sufficient to support
backup, recovery, and
operation of your

Z/VM‘SYStem. - :

oo1F
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Strategy and Objectives: System Recovery

ER— - == = —— ————

= Focus: SYSTEM recovery, not APPLICATION recovery

= Qur goalis to facilitate recovery of a functioning z/VM system,
without repeating the process of installing, servicing, and
customizing an equivalent newly-installed system.

- i.e. to expedite recreation of the original z/VM environment

= Application recovery is a separate process.

— It's possible for me to know (or discover) the system resources essential to z/VM
system operation. That's a technology problem.

— It's not possible for me to know what application workload components are
essential to your business operations. That's a policy problem.

Rocket
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System recovery: Essential resources

S = e —————— - =

= “Things that belong to CP”

— Sysres, Common, Release
— Page and Spool

= Essential z/VM components

— Maintenance environment —e.g. MAINTvrm (and friends)
= CPLOAD MODULE, SYSTEM CONFIG, etc
= RACF database
= TCPIP configuration (note dependencies on recovery network environment)
= Alllocated on sysres /[ common / release volumes

= Enables recreation of spool-resident resources (NSS / DCSS) if not preserved due to
“*hot backup” problem

Rocket
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System recovery: Essential resources

< = ——————— ¢~ =

= "It's not enough to back it up; you have to know where you put it.”

= Tape volser[s]

— This scenario assumes use of high-capacity VTS volumes; one (virtual) tape holds
all DASD volumes being backed up.

* Order of operations
— Order of operations during backup defines order of operations during recovery

— Inthis scenario, information is preserved in the Backup & Restore Manager
backup job log.

- Some external note taking is required.
» What did | back up? In what order? Which tape volume[s]?

Rocket
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Tactics: Backup

& < e — ————— ¢~ — .

= What do we really need to back up, and where do we put the results?
— Note the prior discussion of “essential ingredients”

= Atechnical detour: The resource discovery problem
— Or“what's in a live z/VM system?”
— Turns out most of this is computable.

Rocket
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Tactics: Asset identification

———— = — ———— = =~ = e

= Algorithm

— Identify CP-owned DASD assets
* QUERY CPOWNED, QUERY -ALLOC

— Locate CP configuration data
* QUERY CPDISKS, QUERY CPLOAD

— Locate essential CMS minidisks
« Assumes “stock” configuration: QUERY MDISK USERID * <vdev> DRCT LOC
= ..forago, 19D, 19E

— Enumerate (running) local SFS file pool servers
= CP QUERY USERID to extract current system name

» CP QUERY RESOURCE NODEID <name> toenumerate active file pools

— Shaky ground here: All file pools are RESOURCEs, but not all RESOURCEs are file pools... .
Rocket
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Example:

CP QUERY CPOWNED (flltered)

S

e ——

% %X3270-4 rs54.rocketsoftware.com

==l0wner Susduner

Options
pipe cp query cpowned | nlocate ~Reserwveds | conszole
=lot WVol-I1D Rdew Tupe =tatus
1 74ORES 7400 Own Online and attached
S Pd4ECMT o 74T Own Online and attached
10 7401 74025 Own Online and attached
232 74oroT  74ud Own Online and attached
Ready; T=0.01-0.01 09:15:41

19



Example:
CP QUERY ALLOC (filtered)

— S— E———— - ——— —— N

% X3270-4 rs54.rocketsoftware.com

File Options

pipe cp query alloc | nlocate »TOTAL=00000000005. | console
DA=D 7400 F4ORES 3390 CKD-ECKD (UMITE IM CYLIMDERS)
DRCT  TOTAL=0000000O0ZE0 INUSE=0000000000T AVAIL=00000000019, ACTIVE
DASD rd41 F4ECHl 3390 CKD-ECKD (UMITE IM CYLIMDERS)
DASD 7d40s 74osn] 3390 CKD-ECKD (UMITS IM CYLIMDERS)
' SPOOL TOTAL=00OOOO0Z25Y INMUSE=00000000T60 AVATIL=00000005177
DASD 7d4nd F4opn] 3390 CKD-ECKD (UNMITS IM CYLIMDERS)
FAGE L=0R00ann 2227 [MUSE=0RERRARNNHHG AVA IL=>0000000 5557
IFL MU VE OM YOLUME 7IURES
Ready . T 0919 22

ple)

== =~ — -



Example:
CP QUERY CPDISKS and CP QUERY CPLOAD

—_— =— == - - e —— -

% ¥3270-4 rs54.rocketsoftware.com

File Options
‘cp query cpdizks

Label Uszerid Ydew Mode Ztat Yol-ID Rdew Tupe =tartLoc EndlLoc
MHTCFT MAIMT DCFT A -0 T4ORES 7400 CKD 59 128
MMTCFE MAIMT 0 Lol SICR & R-0 7F4ORES 7400 CKD =10 274

Ready; T=0.01-0.01 09:21:11
‘cp query cpload

Module CPLOAD was loaded from k on volume 74URE= at cylinder 39,
Farm disk number 1 15 on wolume M1, cwlinders 1 rough 120,
Lazt =tart waz a zwustem restart m SHUTDOWM REIF
Ready; T=0.01-0.01 09:21:149

21



Example:

CP QUERY MDISK

File Options

cp query mdizk uzerid
TargetID Tdew OwnerID
MATHT 7@ G190 MATNT

Ready; T=0,01-0,07 ©09:

cp query mdizk u=zerid
TargetID Tdew OwnerID
MATMHT 74D 0190 MATMT

Ready; T=0.01-0.01 ©O9:

cp query mdizk u=zerid
TargetID Tdew OwnerID
MATHT 4l D1Y9E MATMT

Ready; T=0.01-0.01 ©O9:

* 190
Odew
ORI

21:149

* 194
Odew
ORRSIN

51: 26

* 1%9e
Odew
O19E

51: 20

drct loc
Dtupe Vol-1D Rdew
S3H0 F4URES 7o

drct loc
Dtupe Yol-1D Rdew
S3H0 F4ORES 7400

drct loc
Dtupe Yol-1D Rdew
3380 F4UORES 7400

% %X3270-4 rs54.rocketsoftware.com

StartLoc
280

StartlLoc
1965

StartlLoc
22601

SizZe
214

Size
292

Size
w1010



Example:
CP QUERY RESOURCE

File

‘cp quUETL

Fezsource:

SeErvice:
SETWICE
SRV CR

‘Fezource:
Fezsource:
Fezsource:

Fezsource:

Options

rezadrce
YMET SR
SHUFUFZFA
DR 2
SUFUFZFT
L Z2Y M7 A0OM
YMET S
YMET S
YMEREKTOM

Ready; T=@0.01.0,001

Tupe:
Tupe:
Tupe:
Tupe:
Tupe:
Tupe:
Tupe:

Tupe:
B9 : 2k

% | x3270-4 rs54.rocketsoftware.com

Local
Local
Suztem
Local
Flobal
Local
Local
Flobal

S

Owning
QWi ng
Owning
Owning
Owning
Owning
Owning
Owning

Userid:
Uzerid:
Userid:
Uzserid:
Userid:
Userid:
Userid:
Userid:

YMEERYER
YMEERYER
YMEERYER
YMEZEREVE
YMEERYER
YMEERYU
YMEERY >
YMEERYE




Tactics: Asset identification

F—— = ——— ——— - e =

= More considerations for CP QUERY RESOURCE and SFS

— For the examples at hand, essential SFSfile pools are handled by backup of sysres,

common, and release volumes.
= This reaches the standard of "good enough.”

— Proposition: Beyond the essential system resources provided with the
as-shipped-by-IBM z/VM system, SFS is an appllcatlon workload component,
*not* a system resource component.

- "“You can automate a lot, but sooner or later you actually have to know something.”

24
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Tactics: Asset identification

. X = e — ———————— - = = —

= Afootnote: System resource discovery via manual CP commands is
tedious and at risk for errors.

— So, that whole conversation about QUERY CPOWNED, QUERY CPDISKS, etc...?

— "It is unworthy of excellent men to lose hours like slaves in the labor of calculation
which could be relegated to anyone else if machines were used.”
-- Gottfried Wilhelm Leibniz

Rocket
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Caveat: The “hot backup” problem

—— — ——— - = —— —

» Backup creates a (theoretically) static image of data at rest on DASD.

= The problem With'moving targets is that... they move.

 What do we want? Point-in-time consistency.
— When do we want it? At just the right time.

ot




Tactics: Backup

—— S — S ————— - = — - — ——— - e = . =

- An inconvenient detail: Handling the backup catalog

— The RESTORE capabllltles of IBM Backup and Restore Manager for z/VM depend
- ondata stored in the backup catalog SFS file space.

= What's been backed up?
= Where does the resulting data reside?

~ The backup catalog SFS file space is a run-time artifact of the béckup process.
= A good example of the “hot backup” problem:

- You cannot reliably back up the backup catalog as part ofa system recovery backup
- Worse, it's difficult to restore the backup catalog from a backup created under these conditions

Rocket'
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Tactics: Backup

= Solution: Handling the backup catalog

= Two steps to creation of a system recovery backup

— First, back up the essential DASD assets which represent your z/VM system
= Sysres, Common, Release, Spool, (maybe) Page volumes

= Use the DDRTAPE output handler to write data in a format that can be restored using the
z/VM DDR utility

— Second, back up the backup catalog SFS file space in a format that can be restored
using only tools that are part of the base z/VM operating system
= CATBACKUP EXPORT to generate a recovery image of the backup catalog
~ Export created via FILEPOOL UNLOAD FILESPACE

= Use the DDRTAPE output handler to generate a recovery image of the catalog export
minidisk Rocket
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Tactics: Backup .
Provision the Catalog Export minidisk

F—— = ——— ——— - e =

= Solution: Handling the backup catalog

- Second, back up the backup catalog SFS file space in a format that can be restored
using only tools that are part of the base z/VM operating system

= CATBACKUP EXPORT to generate a recovery image of the backup catalog

= Use the DDRTAPE output handler to generate a recovery image of the catalog export
minidisk

— Provisioning tasks
= BKRBKUP-owned “export minidisk” (formatted as CMS EDF)
- Default: BKRBKUP CBAC
= Update BKRSYSTM CONFIG
- BKR_Catalog_Export- Minidisk = <vdev> Rocket
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Tactics: Backup _
Provision the Catalog Export minidisk

7 = ——— ———————— - = = —

= Solution: Handling the backup catalog

- Provisioning tasks
= BKRBKUP-owned “export minidisk” (formatted as CMS EDF)
— Default: BKRBKUP CBAC

= Update BKRSYSTM CONFIG
- — BKR_Catalog_Export_Minidisk = <vdev>

— Sizing guidelines in the Admin Guide

= Qutput of
(4K data blocks in use) * 1.4 is a good start

Rocket
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Tactics:
Provision the Catalog Export m1n1d15k

Backup

#*

% ®%3270-4 rs54.rocketsoftware.c

Size=437 Line=129 Cal=1 Alt=0

et BRKR_Catalog_Export_Minidizsk = =xxx to define the wirtual dewice
number of a CME-format minidizk owned by the EBKREKUFP zerwvice wirtual
machimne. lWhen this walue iz defined, the EKREKUFP administrator

[ L e e L e L L [

Thiz minidisk must be large enough to contain a copy of the
backup catalog =F% file szpace in CMES "FILEFOOL UMLOAD" format.

ITf undefined, the CATEACKURP E T command will terminate with

a Warning mezsage.

---» Default: undefined; EACKUFP EXFORT iz dizabled.

BkR_Catalog_Export_Minidizk = CBAC

31
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Tactics: Backup

— - ———

= System Disaster Recovery Backup Workflow:

= Perform resource discovery to identify essential DASD assets and
incorporate them into a system disaster recovery backup template
(BKRDRoO1)

= Weekly (or at policy-determined interval), run the BKRDRoo1 backup
— Generates DDR-format backup of essential DASD assets

= After BKRDRooa1 completes...
— Execute CATBACKUP EXPORT to capture a recovery snapshot of the catalog

— Run the BKRDRoo2 backup
= Generate DDR-format backup of the backup catalog recovery snapshot

32
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After resource discovery & selection..
Primary DR DASD image (DDR) backup o

= Workflow:

— DASD image DR backup
(tapein DDR.format)

— Export catalog filespace

— DASD image backup of
catalog export minidisk
(tape in DDR format)

%| x3270-4 rs54.rocketsoftware.com

Options

cp smsg bkrbkup submit bkrdroo1
Ready; T=0.01-0.01 12:43:00

BKREAKS5321
00,

BKRMAKS5591
EKRMAKES59]
BKRMAKS5E 3]
BRRMAKSG191 1
BKRMAKSSTOI
BKRMAKS5681
BKRMAKSSEE]
BKRMAKY3471
BKRMAKS93451
BKRMAKY 3461
BKRMAKS9E43 1

GROUFEY MOME

BKRMAKSESEG]

Processzing SUBMIT BEKRDROOD1T command for MAINTFED at Ob-/09-25 12:43:

INCLUDE ~ EXCLUDE processing for job BKRDROODT selected 9 objects
for backup processing.
Worker count for Jjob BEKRDROO1 has been set fo 1.
Updating instance for job BKRDROO! from 2 to 4.
Instance number OOOQ0QOO04 has been assigned for Jjob BKRDROOT.
CMET fileg will be filtered against file mask "k s k",
SFS filespaces will be filtered with path mask "#*",
Worker selection will be handled by uzer exit BKREXIO3 EXEC.
Jab will be proceszed by:
EKRURKDT
Load EBalancing MOT Applied. Default Optionz used: WEIGHTEY MOME -~

Sending BEKRDROO1T JOE D to worker task BKRWRKGT. I

File BKRDROGT JOE D1 sent to BKRWRKD1 at ZWM740OM on 06,0925 12:43:00

Return code

""" from command SUBMIT BKRDROOT at 06-09-25 12:42:00,

Rocket
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After resource discovery & selection..
Primary

DR DASD image (DDR) backup

= Workflow:

S

— DASD image DR backup |
(tape in DDR format)

— Export catalog filespace

— DASD image backup of
catalog export minidisk
(tape in DDR format)

— NOTE: Tape volser, real DASD
device address, and

start-of-data offset documented

in backup job log via message

93591

E———

e

% x3270-4 rs54.rocketsoftware.com

File Options

EKRWPUYGE3Z]
EKRWPUYEZZ]
EKRWPUYE32]

ETETEM 422

EKRJOE93591
EKRWFPUYE32]
EKRWPUYGE3Z]
EKRWPUY9EZ21
EKRWFPUYE32]

ETSTEM 421

EKRJOE93591
EKRWPUYL321
EKRWPUY9E3Z]
EKRWPUY9EZ21
EKRWPUYL321

SYSTEM 7422 12:43:
SYSTEM 7422 12:43:
SYSTEM 7422 12:43:
FL CKD 2390 32990

DDR-format backup

SYSTEM 7421 12:44:
SYSTEM 7421 12:44:
SYSTEM 7421 12:44:
SYSTEM 7421 12:44:
FL CKD 3390 3990

DDR-format backup

SYSTEM 7420 12:44:
SYSTEM 7420 12:44:
SYSTEM 7420 1Z2:44:
SYSTEM 7420 12:44:

44
54
58

of
25
29

STSTEM 420 PL CKD 3390 3990

321

EKRJOE93591 DDR-format backup of
SYSTEM 710 12:44:
STSTEM 710 12:449:
STYSTEM 7410 12:44:
SYSTEM 710 12:44:
TA1E PL CKD 3390 3990
3591 DDR-format backup of
SYSTEM 7Tdod 12:45:
STSTEM 7404 12:45:
STYSTEM 7404 12:45:
STSTEM 7Tddd 12:45:

46
=10}
54
58

o]
10
14
18

STSTEM 404 PL CKD 3390 3990
EKRJOEY3591 DDR-format backup of

EKRWPUYGE3Z]
EKRWPUY9EZ21
EKRWPUYE32]
EKRWPUYGE3Z]

STYSTEM 7403 12:45:
SYSTEM 7403 12:45:
SYSTEM 7403 12:45:
STYSTEM 7403 12:45:

26

SYSTEM T4REZ  PL CKD 2390 3990

EKRJOEY3591
EKRWPUYGE3Z]
EKRWPUY9EZ21
EKRWPUYL321
EKRWPUY9E3Z]
EKRWPUY9EZ21
EKRWPUGL32]

DDR-format backup

STYSTEM 7402 12:45:
SYSTEM 7402 12:45:
SYSTEM 7402 12:45:
SYSTEM 7402 12:45:
SYSTEM 7402 1Z2:46:
SYSTEM 7402 1Z2:46:

Q609,25 CKD track
O6-09-25 CKD ftrack
O6/09-25 CKD track
OEOOIZZEE [olok =1
SYSTEM 7421 =tarts
O6/09-25 CKD track
Q609,25 CKD track
060925 CKD track
O6/09-25 CKD track
DODO3IZZES oloh b=
SYSTEM 7420 =tarts
O6-09-25 CKD track
060925 CKD frack
060925 CKD track
O6-09-25 CKD track

DODOIZZES oloh b=
SYSTEM 7410 =tarts
O 09,25 track
Q09,2 track
O6-/09,25 track
O 09,25 track

DODOIZZES olok b=
SYSTEM 74 ztarts
A6 09,25 track
060925 track
O6-/09,25 track
Q609,25 track

AOOOIZEZES oloh b

SYSTEM 7403 =tarts
Q609,25 CKD track
060925 CKD track
O6/09-25 CKD track
Q609,25 CKD track

DOOOIZEZES oloh B
SYETEM 7402 =tarts
Q609,25 CKD track
060925 CKD track
O6-09-25 CKD track
06 09-25 CKD frack
060925 CKD track
O6-09-25 CKD track

20999 of maximum
21499 af maximum
41999 of maximuam

50069
50069
50069

DEO587T86 OODOSOOEY QOO500TA

on o wolume w41049,
10499 of maximuwm
20999 of maximum
31499 af maximum
41999 of maximum

file 2, b
50069
50069
50069
50069

000587 0OOSO0ES 0QO30OTO

on o wolume w41049,
12499 of maximuwm
20999 of maximum
31499 af maximum
41999 of maximum

file 2, b
50069
50069
50069
50069

0O0587TEE 0OOSODEY 0QO30OTO

on wolume 41049,
10499 of  madmum
20999 of
31499 aof m L
4149949 of m
QEOSETEL 0
on wolume
10499 of
20999 of
314949 of
4149949 of

== = =

file 4, b
50069

DEO5ETEE OOOSOO0EY OOO50

on wolume w41049,
10499 of maximum
20999 of maximnum
31499 of masximuam
41999 of maximam

file &, b
50069
50069
50069
50069

DEOSETEE OOOSOOEY OO500TE

on wolume wd1049,
10499 of maximum
20999 of maximnum
31499 of maximum
41999 of maximum
52499 of maximum
52999 of maximum

BRKRWRKD1 -ZVM740M

file 7, b
1502349
1502349
1502349
150239
1502349
1502349

(Scrolls 3

n

042,801

Rocket

software



After resource discovery & selection..

Primary

DR DASD image (DDR) backup

= Workflow:

— DASD image DR backup
(tape in DDR format)

— Export catalog filespace

— DASD image backup of
catalog export minidisk
(tape in DDR format)

— NOTE: Tape volser, real DASD
device address, and
start-of-data offset documented

in backup job log via message
93591

—— ~ e —_—

@ % x3270-4 rs54.rocketsoftware.com

File Options

olokcyy PEEK SO v 133 Trunc=133 Size=286 Line=122 Col=1 Alt=0
File BKRDROGT ZOZ50609 from BKEWRKDT at ZWM7d0M Format is COMSOLE.

———————————————————— 22 line(z) not displaved --------------------

BKRJOEX3591 DDR-format backup of IvsTEM 7421 starts on wolume v41031, file 2, bl
ock ID QOEOC3IAC. Found label "74oudl”.

———————————————————— 5 linets) not displayed --------------------

EKRJOEAZS91 DDR-format backup of SYSTEM 7420 =ztarts on wolume 41031, file 3, b1
ock ID QOO18735. Found label "74OLPR".

———————————————————— S linecs) not displayed ---------c-moommonono

BKRJOEY3591 DDR-format backup of SYSTEM 7410 starts on wvolume vw41031, file 4, bl
ock ID QORZ4ACE. Found label "74O3IFs".

———————————————————— 2 linetg) not dizgplaved ------------------—-

BKRJOEY3591 DDR-format backup of SYSTEM 7404 starts on wvolume vw41031, file 5, bl
ock ID QOO3IOELT. Found label "74OpO1".

———————————————————— 5 linetsy not displayed --------------------

BKRJOEA3591 DDR-format backup of SIvSTEM 7403 starts on wolume vw41031, file &, bl
ock ID QUO3DZO0, Found label "740z@1".

———————————————————— 5 linets) not displayed --------------------

BKRJOEY3591 DDR-format backup of IvsTEM 7402 starts on wolume v41031, file 7, bl
ock ID QOE49599, Found label "74ORLT".

———————————————————— 15 linets) not displaved --------------------

BKRJOEA3591 DDR-format backup of SvsSTEM 7401 starts on wolume v41031, file &, bl
ock ID QUOBEODTC. Found label "74@CM1".

———————————————————— 15 linets) not displaved ----------ooooooooon

BEKRJOEAZ591 DDR-format backup of SYSTEM 7400 starts on wolume ¥41031, file 9, b1
ock ID QUOY9ZESF. Found label "74ORES".

———————————————————— 79 line(sz) not displaved --------------------

# ok o# End of File # s %

1= Help 2= pdd line 3= Quift 4= Tab 5= Clocate &= YrChange
7= Backward &= Forward 9= Receiwve 10= Rgtleft 11= Spltioin 12= Cursar
EEEES) I

XKEDIT 1 File 3

T | 042,007

Rocket



After primary DR DASD image backup..

CATBACKUP EXPORT

— Export cataldg filespace

— DASD image backup of
catalog export minidisk
(tape in DDR format)

BKRCATE87SI
BKRCAT8EVSI
EKRCAT8ATSI
EKRCATE875I
Return code:

Ready; T=0.,01

BKREAKG484 1

EKREAKA4AD T
BEKREBAK9491 1
EKRBAK94921
DMSWFP34851
DMSSPT 34551
DMES5SPY 34551
DMSSPX34381
DMSWFP 34861
BEKRBAKY94931
TOLDG.

g bkrcatlg ext
Ready; T=0.01

AO,01 12

— —

Job BKRDROO1 instance 00O0EOO3 will expire after 9 Jul 2025.
Job SAMPFULL instance QODOOO@1 will expire after 7 Jul 2025,
Job SAMPFULL instance 00000002 will expire after 8 Jul 2025.
Job SAMFINCR instance QOQOQ004 will expire after 9 Jul 2025.
0]

» catbackup export

2E1 30

Pausing 15 seconds for BKRCATLG shutdown.

Invoking
FILEPOOL
FILEPOOL
FILEPOOL

CMS utility FILEPOOL UNLOAD FILESPACE...

UNLOAD FILESPACE completed with return code 0.
UNMLOAD FILESPACE generated the following messages:
processing begun at 12:26:45 on 9 Jun 2025,

The unload of file space BKRCATLG is starting: 12:26:44
The unload of file space BKRCATLG iz complete: 12:26:46

FILEPOOL
FILEPOOL
FILEPODOL

UNLOAD successful
processing ended at 12:26:47 on 9 Jun 2025.

UNLOAD FILESPACE complete; restarting BKRCATLG wvia CP XAU

RUMMNIMG

E-

Rocket



After CATBACKUP EXPORT..
DDR-format backup of EXPORT minidisk

— DASD image backup of
catalog export minidisk
(tape in DDR format)

%/ x3270-4 rs54.rocketsoftware.com

Options

cp =msg bkrbkup submit bkrdrooz2
Feady; T=0.01-0.01 12:35:14

EKREAKSBS3Z]
14.

EKRMAKSES591
EKRMAKSES591
EKRMAKSSE 3]
EKRMAKA191 1
EKRMAKSETOI
EKRMAKSSESE]
EKRMAKSSEE]
EKRMAKA347 1
EKRMAKA3451
EKRMAKA3de ]
EKRMAKAC4E]

GROUPEY MNOME

EKRMAKSS841

Processing SUEMIT BKRDROOZ command for MaIMTTdE at Ob-09-25 12:35:

IMCLUDE ~ ExCLUDE processing for Jjob BKRDROOZ szelected 1 objects
for backup processing.

Worker count for job BEKRDROGZ has been set to 1.

Updating instance for Jjob BKRDROOZ from 0OOOOAO1 to 2.

Inztance number GOGAGOLZ has been assigned for job EBKRDROOZ.
CMS files will be filtered against file mask "*x @ %",
SFs filespaces will be filftered with path mask "=",
Worker selection will be handled by user exit BKREXID3 EXEC.
Job will be processed by:
EKRWRKO1
Load EBalancing NOT Applied. Default Options used: WEIGHTEY MNOME ~

Sending EKRDROOZ JOB D to worker task BERWRKGO1,

File BEKRDROOZ JOB D1 sent to BEKRWRKOT at ZV¥M7P40M on Q6-09-25 12:35:14

Return code

"@" from command SUBMIT BKRDROGOZ at 06-09-25 12:35:14,

RUMMIMG ZWM7T40M 3

[£]
T

[42-001

Rocket



Definitions: What’s a disaster?

—— . - = e ——— — N A S - S N g

Ever)vtbing was not, in fact, fine...

...business operations are halted
due to disruption or disaster.

'Rocket

software
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'Il

= "oops

‘Rocket

software
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Tactics: Recovery

7 = ——— ———————— - = = —

...or “what comes after the disaster?”

» |dentify and mount the tape generated by BKRDRoo1
= "TAPE FSF” to skip past the SL label

= Set up DDR input statements (based on BKRDRoo1 log / message
93591) |

» Restore DDR-format DASD image backup data using DDR
— Remember: This is provided as part of your as-delivered-by-IBM z/VM system

Rocket

40



Tactics: Recovery
Part 1 - Restore DR DASD image backup

= : S = — = = —— —_—

[} % x3270-4 rs54.rocketsoftware.com ‘

File Options

= _..or“what comes after the dig= = s

SYSPRIMT COMZ

INFUT 181 TAFE ( LEAVE ‘
OUTFUT 7422 DA=D 740002

REZTORE ALL

IMPUT 181 TAFE ( LEAVE |
OUTPUT 7421 DAsSD 74ouUo1 |
RESTORE ALL

IMPUT 181 TAPE ( LEAVE

g OUTFUT 7420 Da=D 740LFPP
 |dentify and mount the tape g |
IMPUT 181 TaAFE ( LEAVE I

OUTFUT 7410 DA=D 7F405Fs
REZTORE ALL i

\\ 1/4 e IMPUT 181 T&PE ( LEAVE
= "TAPE FSF to Sk|p paSt the Sl.DUTPUT 7404 DASD 740PO1 “
g REZTORE ALL “

IMPUT 181 TAPE ( LEAVE
OUTPUT 7403 DASD 740501 ﬂ
FEZTORE ALL J

= Setup DDR input statements - e o

DUTPUT 7402 DASD T4ORLI |

9359') INFUT 181 TAFE ( LEAVE
OUTFUT 7421 DASD 740CMI
REZTORE ALL
INFUT 181 TAFE ( LEAVE |

= Restore DDR-format DASD i+«

= g . Ready; T=0.01,0.01 12:37:41
— Remember: This is provided as paii:.ii:

Ready; T=0.01-0.01 12:38:17
tape rew
Ready; T=0.01-0.01 12:38:40
tape f=f
Ready; T=0.01-.0.01 12:38:47

Hdr zvm7dom ddr a 4]I

REZETORE ALL |

RUMMIMG R=54
B | 042,001

Rocket



Tactics:

Recovery

Part 1 - Restore DR DASD image backup

— _ E———

...or “what comes afterthe di< o .

IMFUT CYLIMDER EXTEMTS

STaRT STOP
o} 3337
EMD OF REETORE
RESTORING 740001
DATA DUMFED 06,0925

’ IMFUT CYLIMDER EXTEMTS

Identify and mount the tape gev o e 7

IMFUT CYLIMDER EXTEMTS

\\ V/4 Q STaRT STOP
TAPE FSF” to skip past the Sl "¢ ==

¥ RESTORIMG F40SFS
DATA DUMFED DE-/09-25

Set up DDR input statements = =
9359!) L

IMFUT CYLIMDER EXTENTS

Restore DDR-format DASD iy o e

— Remember: This is provided as pe"™" <" "2

AT 14.04.39 GMT FROM 740002 RESTORED TO

AT

AT

AT

AT

AT

% %3270-4 rs54.rocketsoftware.com

File Options

OUTPUT <YLIMDER EXTEMNTS
START STOP
0] 3337

14.04.59 GMT FROM 740001

OUTPUT <YLIMDER EXTEMNTS
START STOP
0] 3337

14.05.19 GMT FROM 7T4OLFF

OUTPUT <YLIMDER EXTEMNTS
START STOP
0] 3337

14.05. 40 GMT FROM 7T40SFS

OUTPUT <YLIMDER EXTEMNTS
START STOP
0] 3337

14.06.00 GMT FROM 740F01

OUTRFUT CYLINMDER EXTEMNTS
START STOP
0] 3337

14.06.20 GMT FROM 740301

OUTRFUT CYLINMDER EXTEMNTS
START STOP

RESTORED

RESTORED

RESTORED

RESTORED

EESTORED

T4nUO2

TO 740001

TO 74OLPP

TO 740SF=

TO 740FPO1

TO 740301

RUMMIMG

RS54 b

(5]
T

042001

Rocket



Tactics: Recovery
Part 1 - Restore DR DASD 1mage backup

E— 2 — — — —— . <

% x3270-4 rs54.rocketsoftware.com

File Options

..or “what comes after the dis:e o resrone

RESTORING 740CMT
DATA DUMRED QL 09-25 AT 14.07.40  GMT FROM 740CHM1 RESTORED TO 740CH1

IMPUT CYLIMDER EXTEMTS OUTFUT CYLIMDER EXTEMTS
START =TOF STaRT STOF
o} 10015 o} 10015

EMD OF RESTORE

RESTORING TAORES

DATA DUMPED De/09-2% AT 14.08.41 GMT FROM V40RES RESTORED TO 7T4ORES
IMPUT CYLIMDER EXTEMNTS OUTFUT CYLIMDER EXTEMTS

* |[dentify and mount the tapege = x n

EMD OF JOE
Ready; T=0.78-13.50 12:56:35

 "TAPE FSF" to skip past the SL

= Setup DDR input statements {
9359)

= Restore DDR-format DASD im

- Remember: This is provided as pa

cp ipl 7400 clear loadparm 0017 L3
REUMNMIMG RS54

o | 042,032

Rocket



Tactics: Recovery

Part 2 - IPL the just-restored system

S ————— = ——

= Bring up the just-restored z/VM system

= Points to consider

If you backed up SPOOL volumes, expect to need a FORCE start

If your hosted applications are started via AUTOLOG1 /AUTOLOG?2,
you may need to use the NOAUTOLOG startup parameter

= ...and manually start essential components of z/VM after this IPL...

If BKRBKUP and BKRCATLG start via AUTOLOG, CP FORCE those services as
preparation for restoring the backup catalog file space.

DO allow BKRSVSFS (the SFSfile pool server housing the backup catalog file
space) to start.
= The file pool server must be “on air” in order to restore the SFS file space

bt

Rocket



Tactics: Recovery

Part 2 - IPL the just-restored systenm

= Bring up the just-restored z/VI

= Points to consider

~ If you backed up SPOOL volumes, '

— If your hosted applications are stam?
you may need to use the NOAUT

L ] % x3270-4 rs54.rocketsoftware.com

Options

14:03:56 z-¥M W7 R4.0 SERVICE LEVEL Q0O1
14:03:57 SYSTEM NMUCLEUS CREATED OM 2025-05-09 AT 10:08:08,

14 03 57 HCPZCOBT181 Using parm disk 1 on wvolume 740CM1
14 A32:57 HCPZCOe7181 Parm disk resides on cylinders 1
:AZ:57 Start ((Warm|Force | <OLD | CLEAMY

E——— — - — =

—

(64-BIT)
LOADED FROM FTAORES

A A R R R ke ke s s sk s s e oo i R i s s s ks sk s e b sl sk sk ok
LICEMSED MATERIALZ - PROPERTYT OF IEBEM*

ST -ALS (C) COPYRIGHT IEM CORP. 1933, 2024, ALL RIGHTS
RESERYED. US GOVERMMEMT USERS RESTRICTED RIGHTS - USE,
DUFLICATION OR DIZCLOZURE RESTRICTED BV GZA ADP SCHEDULE
COMTRACT WITH IEM CORP.

# TRADEMARK OF IMTERMATIOMAL BUSIMESS MACHIMES.

#
"
#
#
#
H*
e
#
A A A R R R Rk ke ks s e ool i R i s sk sk sk sk s e b sl sk ek

#
"
#
#
#
H*
e
#
#*

(device 74011,
through 120,

(DRainy (DI=sable) (HODIRect?

$03:57 (MOAUTOlogr ) or (SHUTDOWM)
s -and ma nua”y Start essentlal Com14:04:01 HCPPCCZS821 Storage reconfiguration by SYSTEM is complete. Permanent =
16 Reconfigurable = @
14:04:02
14:04:02 HOW 14:04:02 EDT  MOMDAY Z0Z5-06-09
14:04:02 Change TOD clock (Yes|MoJ
_f (j }1 :04:03
e I BKRB KUP BKRCATLG an t e @4:03 The directory on wvolume 740RES at address 7400 has been brought online.
4:04: 03 HCPWRMAD4E Svustem recovery failure; incorrect warm start data.
h - 14:04 03 HCPASKAZOSA
CP FORCE t Ose SerVICeS as prepc 14:04 03 HCPASKAZ205A Inwvalid warm start data encountered.
4:04: 03 HCPASKIZ05A4 Mo files hawve been deleted vet.
Space. 14:04 03 HCPASKAZOSA To change fo a FORCE start, enfer FORCE.
14:04:03 HCPASKAZ05A To stop processing, enter STOP.
i A

CPF REEAD ZVMTA0M

[]

042001



Tactics: Recovery
Part 2 - IPL the just-restored system %

= y > - _— E———— = —— — —— - e s~

@ % ¥3270-4 rs54.rocketsoftware.com

Options

u Br|ng Up theJUSt-restored Z/VI\ 14:03:56 z-¥M V7 R4.0 SERVICE LEVEL 0001 (64-BIT)

14:03:57 SYSTEM NUCLEUS CREATED ON 20Z5-05-09 AT 10:08:08, LOADED FROM 740RES

. . . : H # LICEMZED MATERIALE - FROFPERTY OF I[EM=*
m P t t d 14:03:57 *
Oln S O COnSI er 14:02:57 # 5741-409 (C) COPYRIGHT IEM CORP. 1983, 2024. ALl RIGHTS
: H # RESERWED. US GOVERMMEMNT USERS RESTRICTED RIGHTZ - USE,
14:02:57 ® DUPLICATION OF DISCLOSURE RESTRICTED EY GS5A ADP SCHEDULE
B
e
#

= |fy0U baCkEd Up SPOOL VOlumeS, 14:03:57 * CONTRACT WITH [EM CORP.
el * TRADEMARK OF INTERMATIOMAL EBUSINESS MACHINES.

. . 14 H
—_ Ifyour hOStEd appllcatlons are Sta|'1q;03;5? e b2 S R R Rl S 2RO S e S R RO R sk bR A ek Sl Ol Ol s ok
140357
14:03:57 HCPZCOBTF18I Using parm disk 1 on volume 740CMT (dewvice 74017,
yOU may need to Use the NOAUT 14:03:57 HCPZCO67181 Parm dizsk resides on cylinders 1 throogh 120.
1

4:03:57 Start (cbarm|Force|COLD|CLEANY (DRain) (Disable) (MODIRect)
= 14:02:57 CHOAUTOlogr ) or (SHUTDOWM)
4 .and ma nua”y Stal"t essentlal Coml14:04:01 HCZPFICZ5221 Ztorage reconfiguration by SYSTEM iz caomplete. Permanent =
16 Reconfigurable = 0
14:04:02
14:04: 02 HOW 14:04:02 EDT  MOMDAY 2025-06-09
14:04:02 change TOD clock (Yes|Mod

= If BKRBKUP, BKRCATLGI and the H;gjgg The directory on wolume 740RES at address 7400 has been brought online.

G:04: 03 HCFWURMAO4E Zystem recowery failure; incorrect warm sztart data.

CP FORCE those SerVICeS as prepa 13338; Eggzgiggggz Invalid warm start data encountered.

14:04:03 HCPASKAZ205A Mo files have been deleted wet.
Space 14:04: 03 HCPASKI2054 To change to a FORCE start, enter FORCE.

14:04:03 HCPASK9205A To stop processing, enter STOP.

14:05:17 FORCE
14:05:17 HCPWRSZ3131
14:0%:17 HCFWRE25130 Spool files awvailabkle 327

140517 HCPWREZ2S12D Spooling initialization is complete.

14:05:17 DASD 7403 dump unit CP IPL pages 15359 PGMBKs DEFAULT FRMTEL DEFAULT

14:05:17 HCPAAUZTOOI System gateway ZWM7P40M identified. :
14:05:17 z-¥M Yerszion 7 Release 4.0, Service Lewel 0001 (ed-bit), oc 'et
Ftwart

HOE ¥ K OE E ¥ OE

14:05:17 built on IEM ¥irtualization Technology
14:0%:17 There iz no logmsg data
14:05:17 FILES: MO RDR, 0012 PRT, HO PUM

HOLDING ZWM7T4aM 4
E | Q42001




Tactics: Recovery
Part 2 - IPL the just-restored system Z

14 BY AUTOLOGZ
AUTOLOGZ

non
Ln
L= ]
=

T - 14:05: 20 AUTO LOGOMN skl DTCWSWG USERS

= Bring up the just-restored z/V == oo o TR B
14:05:20 054 1053 ATTACHED TO TCPIF 1053 BY TCPIF

14:05: 20 054 1054 ATTACHED TO TCPIF 1054 BY TCPIF

14:05: 20 03A 1055 ATTACHED TO TCRIF 1055 BY TCPIP

_ : : : 14:05:20 AUTO LOGON ok FTPSERVE USERS = 16  BY TCPIP
- POl ntS to ConSIder 14:05: 24 AUTO LOGON  okok OPMGRMI USERS = 17 BY AUTOLOGI
14:05: 24 AUTO LOGON ok OPMGRS1 USERS = 18  BY OPMGRMI
: . 14:05: 26 USER DSC  LOGOFF AS AUTOLDG] USERS = 17
f b k d SPOO | 14:05:30 AUTO LOGON ok RMSMASTR USERS = 18  BY AUTOLOGZ
I you Dacked up P L vo UMes - i o o TMTMM  USERS = 19 BY AUTOLDGZ
4:05:32 AUTO LOGON ok TMDMM  USERS = 28  BY TMTHM
214:05: 33 AUTO LOGON  okok TMLM1  USERS = 21 BY TMTHM
- Ifyour hosted applications are st<14=@5=35 S0 Los v Biovers Uees D 22 Bv Auraioes
4:05:37 AUTO LOGON ok EKRBKUP USERS = 23 BY AUTOLDGZ
you may need tO use the NOAU 14:05:3? AUTO LOGON ok BKRCATLG USERS = 29 BY AUTOLOGZ
4:03:37 USER DSC_ LOGOFF A4S AUTOLDGZ USERS = 23
105:37 AUTD LOGON ok DIRMAINT USERS = 24  BY AUTOLOGZ
= ...and manually start essential conr wHPRm%I ROLE = DIRMAINT
:05:38 AUTO LOGON ok DATAMOVE USERS = 25  BY DIRMAINT

DVHPRD20081 ROLE = DATAMOVE

DYHRLY38361 Hourly processing started; with © log
DVHRELY 38861 files.

DVHRLT228861 HDurly processing started; with @ log

— If BKRBKUP, BKRCATLG, and the s fi:

4:06: 32 USER D=SC LOGOFF AS  RMSMASTR USERS = 24

CP FORCE those SerVICeS as prep148;§; EEE;DEEE BngégEF AS  BKREKUP USERS = 23 FORCED ET OPERATOR
1

4:07: 20 CP FORCE EBKRCATLG

Spa Ce 14:07: 20 USER D=C LOGOFF A% EKRCATLG USERS = 22 FORCED EY COFERATOR
- 14:07: 36 CP FORCE EBKRSVWSFS
14:07: 36 USER DSC LOGOFF A=  EBKRSYSFS USERS = 21 FORCED EY OFPERATOR
oriware
|

RUMMIMG ZWMT740M 4
B | 04z

~ — — S —— = ——— e e e R |

L X\ %3270-4 rs54.rocketsoftware.com

Options



Tactics: Recovery
Part 3 - Restore the backup catalog

7 = ——— ———————— - = = —

= Restore the DASD image backup of BKRBKUP CBAC
— Via MAINT740 or similarly privileged user...
— LINK BKRBKUP CBAC CBAC MR
— Mount tape created by BKRDRoo2 ( DFSMSRM MOUNT VOL ... (READONLY)
— DDR RESTORE the catalog image...

Rocket



Tactics: Recovery
Part 3 - Restore the backup catalog

= =S

% x3270-4 rs54.rocketsoftware.com

Restore the DASD image back
— Via MAINT740 or similarly privilec
— LINK BKRBKUP CBAC CBAC MR

- Mount tape created by BKRDRoo
— DDR RESTORE the catalog image

File Options

dfzmzrm mount wol »31032 (vdew

131 readonly

DGTUIRZOZEI DFEME request 9 accepted for processzing

Ready; T=0.01-0.01 14:16:31
Tape 181 attached

14:16: 31 * M3G FROM RMSMASTR:

category WOLSPECIFIC, mounted

1d:16:31 * MSG FROM RMSMASTR:

MaIMTF40 as ©181; access mode
tape rew

Ready; T=0.01-0.01 14:16:36
tape dwoll

voLTvd1032

Ready; T=0.01-0.01 1d4:16:39
cp 9 w cbac

DAasD CEAC 2390 74OU02 R
Ready; T=0.01-0.01 14:16:46
tape fsf

Ready; T=0.01-0.01 14:16:53
ddr

M DAED DUMP-EEZTORE FROGEAM
EMTER:

sysprint cons

EMTER:

in 181 tape (leawve

EMTER:

out chac dasd

EMTER:

restore all

HCPDDRY17D DATH DUMPED FROM CATBAK TO EBE RESTORED

FEMECRZ1201 Request 9 complete; volume v4103Z,
on dewvice O4EF in

FEMEECZ1251 Request 49:
= READOMLY

1005 <YL OM DASD

library ITBMYTLI

7422 SUBCHAMMEL =

DO YOU WISH TO CONTIMUEY RESFOMD YES, NO OR REREAD:

yes

HCPDDRY11D WOLID READ IS CATBAK

DO vOU WISH TO CONTIMUEY RESFOMD YES, NO OR REREAD:

yas
RESTORIMG CATEAK

device D4BF attached to

o] o)ego]

DATA DUMPED Qe 09-25 AT 16.35.55  GMT FROM CATEBAK RESTORED TO CATBAK

IMPUT CYLIMDER EXTEMTS OUTFUT CYLIMDER EXTEMNTS
ETART STOF ETART STOF
o] 999 0] 999
EMD OF RESTORE
HOLDIMG ZYM7T40M 4
E D42 001

Rocket



Tactics: Recovery
Part 3 - Restore the backup catalog

= - — ——— = — ———— = =~ = e -

@ %\ x3270-4 rs54.rocketsoftware.com

File Options

= Restore the DASD image back ™

EMD OF JOE
Ready; T=0.02-0.22 14:20:23
— | l I access chac =
Vla MAINT74O Or Slml ar y prIVI e(DMSf—‘qCC?24I CBAC replaces Z (1BS)
Ready; T=0.01-0.01 14:20:28

= LINK BKRBKUP CBAC CBAC MR Eﬁgl-liik iDEV M STAT  CYL TYPE ELKSZ  FILES

ELKS USED-(X) BLKS LEFT ELK TOTAL

CATEAK CBAC Z Rou 1000 3390 409 1 14231-08 165769 120000
Ready; T=0.01-0.01 14:20:31

— Mount tape created by BKRDRoo'"*"; 027 (L.
FILEMAME FILETTPE FM FORMAT LRECL RECS ELOCKS DATE TIME LABEL

v DDR RESTORE the Catalog imagEgEigSTL$:3N8T53051Z]qvgo37 29001 2032 14169 6/09-25 12:26:47 CATBAK

Rocket

REUNMIMG ZWM740M 5
042061
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Tactics: Recovery
Part 3 - Restore the backup catalog

7 = ——— ———————— - = = —

= Restore the DASD image backup of BKRBKUP CBAC

— Via MAINT740 or similarly privileged user...

— LINK BKRBKUP CBAC CBAC MR

- Mount tape created by BKRDRoo2 (DFSMSRM MOUNT VOL ... (READONLY
— DDR RESTORE the catalog image...

— Restore the backup catalog SFS filespace using FILEPOOL RELOAD
= Again, part of as-shipped-by-IBM z/VM... *

Rocket

by



Tactics: Recovery

Part 3 - Restore the backup catalog

—— ~ e — —_—

[ ] % x3270-4 rs54.rocketsoftware.com

File Options

=

= Restorethe DASD imageba- - - ..

listfile = =® z (label

; FILEMAME FILETYFE FM FORMAT LRECL

— Via MAINT740 or similarly privi:o0 Sris 20

RECS
2032

BLOCKS DATE TIME LABEL

29001 14169 6r09-25 12:26:47 CATEBAK

Ready; T=0.21-0.01 14:25:31

—‘. LINK BKRBKUP CBAC CBAC M B;;Eﬁgiésg?mad filespace bkrcatlg bkrsfs:

DMSSPY35949R
DMSSPY 35949R

— Mount tape created by BKRDR > ==
— DDR RESTORE the catalogim

DMESPY34551
DMSSPY343581
(DMEWFFP34861

FILEPOOL processing begun at 14:25:41 on 9 Jun Z0Z5.

File space BKRCATLG in file pool BKREFE will ke replaced from
file space BKRCATLG in file pool BKRSFS from reload file
created at O06-.09-25 on 12:26:44

Enter '1' to continue aor 'O to cancel.

The reload of file space BKRCATLG is starting: 14:25:45
The reload of file zpace BEKRCATLG iz caomplete: 14:26:03
FILEPOOL RELOAD successfuol

FILEPOOL processing ended at 14:26:99 on 9 Jun Z0Z5.

wReady; T=0,16-0,29 14:26:09

query limits for bkrcatlg bkrsfs

— Restore the backup catalog S
= Again, part of as-shipped-by-IBI:: 7.«

storage Group 4K Elock Limit 4K EBlocks Committed Threshold
TSO000 12794-01% 10k
Ready; T=0.01-0.01 14:26:31
RUMNMIMG ZWM7T40M

042,001
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Tactics: Recovery
Part 3 - Restore the backup catalog

— - ———

= Restore the DASD image backup of BKRBKUP CBAC

Via MAINT740 or similarly privileged user...

LINK BKRBKUP CBAC CBAC MR

Mount tape created by BKRDRoo2 (DFSMSRM MOUNT VOL ... (READONLY
DDR RESTORE the catalog image...

Restore the backup catalog SFS filespace using FILEPOOL RELOAD

= Again, part of as-shipped-by-IBM z/VM... *
Finally, start Backup & Restore Manager service virtual machines

= CPXAUTOLOG BKRBKUP
= CPXAUTOLOG BKRCATLG

53
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Tactics: Recovery
Part 3 - Restore the backup catalog

_— Ss e — ——— - o o A P

% %3270-4 rs54.rocketsoftware.com

File Options

= Restore the DASD image back:« e

BKRCATS8EY5I Job BKRDROAT instance OQOOOOO3 will expire after 9 Jul 2025,
BEKRCATSAYSI Job SAMPFULL instance 00000001 will expire after 7 Jul 2025,

- Via MAINT7[|.O or Slmlla rly pr|V||eg BKRCAT8875I Job SAMPFULL instance 00000002 will expire after & Jul 2025.

— LINK BKRBKUP CBACCBACMR == © "7
— Mount tape created by BKRDRoo:
— DDR RESTORE the catalog image
— Restore the backup catalog SFS fil
= Again, part of as-shipped-by-I1BM z,
— Finally, start Backup & Restore Mz
= CPXAUTOLOG BKRBKUP
= CPXAUTOLOG BKRCATLG

Rocket
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Wait.
What!?

—— - = ————— -~ — -~

= Note that the instance of BKRDRoo02 is not in the restored copy of
the backup catalog filespace.

= “As an exercise for the reader...”

— Think back to the order of operations during DR backup creation

= Do the first DR backup
* Export the backup catalog filespace

= Do the second DR backup
= Results: As expected, based on sequence of events during the DR backup process

Rocket
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Tactics: Recovery
What’s after part 3?

"It depends.”

Your z/VM operating system is restored.

Your Backup & Restore Manager backup catalog filespace is restored.

At this point, additional application data recovery can be performed.
— ...based on data maintained by BKRCATLG

III

— ...using “normal” RESTORE command processing
- ...via "usual” BKRBKUP interfaces

Rocket



Tactics: Recovery
What’s after part 3?

= "It depends.”

= Your z/VM operating system is restored.

* Your Backup & Restore Manager backup catalog filespace is restored.

= At this point, additional application data recovery can be performed.

— ...based on data maintained by BKRCATLG
— ...using “normal” RESTORE command processing

— ...via“usual” BKRBKUP interfaces

* You have policies and procedures for this. Right?

Rocket
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A Footnote: SSI considerations

F—— = ——— ——— - e =

= From the system recovery perspective, the steps are more or less the
same.

* You can't solve this problem for SSI without a thorough understand
of "what is shared” versus “"what is not shared.”

— Avoid duplication of effort: Don't back up the same thing multiple times.
— Know what isn't shared: This is a painful lesson to learn during recovery.

— Once you back it up, keep track of where you put it.
= This problem is hard enough for a single non-SSI system.
— Don't put off testing until a conveniently timed real disaster occurs.
= Backups are cheap. Recovery is priceless... and still employed the next day.

Rocket
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Questions, Comments, Feedback..?

S < B e ——— e o~

= “] WOULD RATHER HAVE QUESTIONS THAT
CANNOT BE ANSWERED THAN ANSWERS
THAT CANNOT BE QUESTIONED.”

Richard Feynman (1918 —1988), Theoretical Physicist

Rocket
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Title and Content Layout with List

— D = - — - e e -

= Add your first bullet point here
= Add your second bullet point here
= Add your third bullet point here

Rocket
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Title and Content Layout with Chart

— — e = —— — = Ses_ i e

Chart Title

Categofy 1 Category 2 Category 3 Category 4
M Series1 M Series2 M Series 3 Rocket'
software



Two Content Layout with Table

= First bullet point here
= Second bullet point here

" Third bullet point here

7 = ——— ———————— - = = —

Class Group A Group B
Class 1

Class 2

Class 3

Rocket



Two Content Layout with SmartArt

———— = = = —— - - =

Group A = First bullet point here

o = Second bullet point here

e Task 2 = Third bullet point here

Group B

e Task 1
e Task 2

Group C
e Task 1

Rocket



Add a Slide Title - 1
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Add a Slide Title - 2
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Add a Slide Title - 3
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Add a Slide Title - 4
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