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What is Secure Sockets Layer (SSL)

/F
(: Encryption based network security protocol

.I>1~ Developed & released by Netscape 1n 1995.

Ensures privacy, authentication and data integrity.

SSL evolved into Transport Layer Security(TLS)
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SSL & TLS

Secure Sockets Layer (SSL)

e Originally Designed and Released by Netscape
e SSL 1.0 never publicly released
eSSL 2.0 released in 1995
e Major vulnerabilities found and lead to development of SSL 3.0
eSSL 3.0 released 1n 1996

e Was widely used till 2014 - Google Security team finds a major
security vulnerability

Transport Layer Security(TLS)

e Designed as an upgrade of SSL 3.0 in 1999
eSSL 3.0 & TLS 1.0 can’t interoperate
e Current Version is TLS V1.3 [TLS V1.0, TLS V1.1, TLS V1.2]
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Secure Communication

TLS Handshake
e Version of TLS to Use Client

Server
e Cipher suite selection ‘<i o

(AR RENRRE

* Authenticate the i1dentity
. SYN bdbooocccacacancascnccocccooe
of the server using
server’s certificate el R — ——-1--  SYNAK
i K e y E X C h a n ge — @900 - Scer\o'th_Hello
. ServerHelloDone
* Generate session keys for GhangsCghrpee - -~~~ -~----~------ ===~
encrypting messages ___________________________ _ Changfnﬁ;%Z%rSpec
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Cipher Suite

* A collection of . TLS_ECDHE_RSA_WITH_AES 128 GCM_
cryptographic algorithms. S Bl

e Hash Functions

« Asymmetric encryption Hash
algorithm for handshake Function

e Symmetric encryption
algorithm to maintain
session security
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SSL Certificate

e A small data file that contains
e Domain Name

* Owner (Company, Device or
person)

e Subdomain names

e Issuing Certificate
Authority (CA or
Intermediate CA)

e CA’s or Intermediate CA’s
digital signature

e Issuance Date
* Expiration Date
e Public Key
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OpenSSL in VSE"
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OpenSSL in VSE"

* OpenSSL 1.1.1t (Current)

- VPOQOS1 (VAQ0OQ77)
e CVE-2023-0286
e CVE-2023-0215
 CVE-2022-4450
 CVE-2022-4304

- VPO0O107 (VAQQ113)
e (CVE-2023-0464
 CVE-2023-0465
 CVE-2023-2650
e CVE-2023-3446
e (CVE-2023-3817

* OpenSSL 3.0 (Underway)
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Preparing for SSL enablement

LJ§ Setup TCP/IP Socket API Multiplexer - EDCTCPMC

= Generate Certificates

Upload Key and Certificate as PEM to VSE"

Configure applications to use SSL
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TCP/IP Socket APl Multiplexer - EDCTCPMC

Sample Job: ICCF.62(EDCTCPMC)

EDCTCPME SYSID=°‘nn',PHASE=‘xxxxxxxx"',SSLPHASE="

EZAPHASE="xxxxxxxx"' ,EZASSL=" ’

** For OLTP Web Support you may have to add the following in your OLTP
startup job

// SETPARM [SYSTEM, ]IBPX$GSK="*
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Generating Certificates

* To generate certificates, You can use
* VSE" Keyman
* OpenSSL CLI Tool

« Java Keytool
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Generating Certificate using
VSE" Keyman
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Generate Key Pair

g\;j Keyman/VSEn = ] X Gerewie S lgy 5 gj Keyman/VSEn - C:\Users\Shahin\OneDrive - Ter... — O X
File Options Pty Help L lifacal)| Meinframe File Options Actions Help
==l = “. Generate RSA key pair... K : = K E_% =] AEHE -‘ A -
| Label £ Generate EC key pair... E g Key length 2048 ¥ | Label | Certificate Item | Length | Type
#i Generate DH Params... D — Ains — (P vsenkey  2048-bit RSA Key Pair 2048 RSAPriva.
Bl Create self-signed X509 ROOT certificate... S | vsenkey [
‘ Create self-signed key ring... | | Notes:
f |
. Create CA-provided key ring... % This function creates a new local RSA key in Keyman/VSEn.
@ Convert keyring to PEM... P This key must then be uploaded to VSEn and cataloged in a PRVK member.
»,/ Validate VSEn keyring... Vv Key lengths greater than 1024 require cryptographic
hardware on the mainframe for using such keys later.
<\ J |l : LA J |
B vsE33 v [ [ ceneratekey | | close | | Help | B vsE33 v
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Generate EC Key Pair

@j Keyman/VSEn - C:\Users\Shahin\OneDrive - Ter... ~— 0O X

File Options FiaiLEN Help
= fk Generate RSA key pair...

vsenKey

K
Generate EC key pair... =
#8 Generate DH Params... D |prival
=l Create self-signed X509 ROOT certificate... S

‘- Create self-signed key ring...
‘ Create CA-provided key ring...

‘@ Convert keyring to PEM...
%, Validate VSEn keyring...

< T O -

J 3|

M| vsE3 -

Generate new EC key

Curve Name [sel:p256r1 |:]
Alias vecKey
Notes:
3 2]

This function creates a new local Elliptic Curve key in Keyman/VSEn.
‘You must upload it to VSE as lib member ECDHKEY .PEM for use by OpenSSL.

Together with DH parameters, this enables the ECDHE-RSA cipher suites.

Generate key [ Close | [ Help |
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ng Keyman/VSEn - C\Users\Shahin\OneDrive - Ter... — [m] X

File Options Actions Help

CEHE PHE ARCEDS B9

 Label | Certificate ltem | Length | Type
T vsenKey  2048-bit RSA Key Pair 2048 RSAPriva
ecKey 256-bit EC Key Pair 256 ECPrivate
1
l
: < J/ Y
|

I| VSE33 v |
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enerate DH Parameters

Generate Diffie-Hellman Parameters X

;gg Keyman/VSEn - C\Users\Shahin\OneDrive - Ter... — O X gj Keyman/VSEn - C:\Users\Shahin\OneDrive - Ter.. — O X

File QPti°ﬂ5H3|P Key length File Options Actions Help

= [E s T Generate RSA key pair... K =B s E,@ H AL -a »
| Label E Generate EC key pair... E le This futn:citon (;r:?;es.;:w Difﬁe—:—|e|lrtnan (DH) par:lmet:rs. Yolu v:ll be | Label | Certificate lem | Length | Type
-_ . rompted to a e arameters to your .pem file when uploadin
.a vsenKay e ———— . Priva iF:to ’:ur VSEn system CI: enSSL on V;En i:then able to usz the D?—|E—based i vsenkey 2048-bit RSA Key Pair 2048 RSAPriva
(£ eckey | [E Create self-signed X509 ROOT certificate... S |rivate SSL"_ o Y e RPSA |1& ecKey 256-bit EC Key Pair 256 ECPrivate|
cipher suites (DHE-RSA). B2 dhparms  1024-bit DH Params 1024 DHParam

‘ Create self-signed key ring...
‘ Create CA-provided key ring...

B Convert keyring to PEM...
s, Validate VSEn keyring...

Information: Your Java version is 11.0.1

Up to Java7 the maximum key length for DH parameter generation is

< 0 O -

1024 bits. Java8 can alsc create 2048-bit parameters. You may also

use openssl on your PC to create 2048 bit parms.

Example: openssl dhparam -out dhparam.pem 2048

TK P, ¥ > ‘You can then import these parms via the clipboard. TK 7 ¥,

M| vsE33 - ' M| vsE33 v
' Generate DH Params [ Close | i Help J1 )
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Generate Self Sighed Root Certificate

Y Keyman/VSEn - C:\Users\Shahin\OneDrive - Ter...  — O X
Eile Options Help
L= IEJ f\ Generate RSA key pair... K
| Label &" Generate EC key pair... E e
& vsenKey | ¥a Generate DH Params.. D |priva
E ecKey I Create self-signed X509 ROOT certificate... = rivate
= CRERE ‘ Create self-signed key ring... | aram
‘ Create CA-provided key ring... c
B Convert keyring to PEM... P
», Validate VSEn keyring... v
1 ‘ ‘ / L J b |}

M| vsE33 v|

Personal Information for X509 CA Certificate

h General ]I Extensionleey Usage ]

Common name

. Organizational Unit

Organization

City/Location

| State/Province
| country
| e-mail

| Expires

Key length

[ Signature Algorithm

Alias

VSEn Development CA ROOT
21CSW Germany

21CsW

Stuttgart
Baden-Wuerttemberg

DE Germany (DE) v

vse@21csw.com

2025-6-15 1 year v

| 2048

(® SHA-256() SHA-1

rootCert

Generate cert | | Close | | Help |
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& Keyman/VSEn - CA\Users\Shahin\OneDrive - Ter...

File Options Actions Help

— O X

B FRE AKCEES =9

| Label | Certificate ltem | Length | Type
® vsenKey 2048-bit RSA Key Pair 2048 RSAPriva
CT': ecKey 256-bit EC Key Pair 256 ECPrivate
-] dhparms 1024-bit DH Params 1024 DHParam
El rootCert 2048-bit ROOT Certificate 2048 SelfSigne
{ 4‘ / v >

I[ VSE33 vl
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enerate Server Certificate

Personal information for X509 certificate X
& Keyman/VSEn - C\Users\Shahin\QneDrive - Ter.. — O X Ceneral gﬂ Keyman/VSEn - C:\Users\Shahin\OneDrive - Ter.. — O X
: ) ) CETE G 192.168.22.133 : f 7
File Options Actiocns Help FEile Options Actions Help
= Organizational Unit : E !
=R PEE AXCECE 9 peveiopment =0k FEHE AKCEES =9
Organizat )
| Label | Certificate Item | Length | Type ‘ rasmeaton 2esw  Label | Certificate Item | Length | Type
T vsenKey 2048-bit RSA Key Pair 2048 RSAPriva CltyLocation stuttgart 1‘5 vsenKey 2048-bit RSA Key Pair 2048 RSAPriva
C—_‘: ecKey 256-bit EC Key Pair 256 ECPrivate State/Province Badon-Woertemd & ecKey 256-bit EC Key Pair 256 ECPrivate
aden-Wuerttember
2% dhparms 1024-bit DH Params 1024 DHParam z = dhparms 1024-bit DH Params 1024 DHParam
El rootCert - — SelfSigne Country DE Germany (DE) v Bl rootCert 2048-bit ROOT Certificate 2048 SelfSigne
lew (Text) e - [ userCent  192.168.22.133 2048 UserCert
vsel csw.com
Upload to VSEN... |
E} _P Key length Taken from local RSA key pair
Export text form... Signature Algorithm ® SHA-256(0) SHA-1
Export binary form... | [Lfee
Export as PGP public key___ In some cases (e.g. secure Telnet with the Attachmate emulator) it is
_‘ Change serial ... v required that the IP address of your VSEn system is specified as the
b % g - i Common Name (currently: 192.168.22.133). o \ j e
Copy to clipboard = ] | - |
M| vsE33 ¥
Create VSEn certificate... Generate cert request [ Close J View output Help
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Uploading Certificate to VSE"

e Use Fi1le->Save As to

gj Keyman/VSEn - C:\Users\Shahin\OneDrive - Ter... = — O X
o save the generated
is/CY Options Actions Help
& Open keyring fie.. o HEIS = certificates 1n PEM
Import item from file... I ' Length ' Type
Import PGP public key from file... P 2048 RSAPriva f orma t
T) Read clipboard C 256 ECPrivate
2048 SelfSigne

lﬁ =dve as ... serce °
.;ile(Saveandexit) If = e Op?nSSL Suppo-rts On-l-y
Qui Q Privacy Enhanced
Mail (PEM) format
. 5 v, certificates

.. | VSE33 E
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OpenSSL & VSE" TCP/IP Stacks

IPV6 for :

/'

e By default, uses builltin SSL Engine
(CSINTSSL) ; supports up to TLSV1.2

e To switch to OpenSSL
TCP/IP for << e Configure EDTCPMC to use IJBSSLE as

SSLPHASE
e Include SET OPENSSL ON in IPINIT
e Alternatively:

use // SETPARM CRYSRV=°‘0OPENSSL’

VSE"

—
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SETPARMSs for SSL control
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TLS Version Control

e Specifying a TLS version means - “This version
or Higher?”

TLS Version Selection TLS Version Selection
Client Server Client Server
TLS 1.3 TLS 1.3 TLS 1.3 TLS 1.3
TLS 1.2 TLS 1.2 TLS 1.2 TLS 1.2
TLS 1.1 TLS 1.1 TLS 1.1 TLS 1.1
TLS 1.0 TLS 1.0 TLS 1.0 TLS 1.0

version specified in configuration version selected for communication
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TLS Version Control

e Use SETPARM SSL$MIN & SSLIMAX to control the
minimum and maximum version supported
dynamically.

‘E.g.,

You can have VCS with SSLVERSION = TLSV1.1. and 1in
VCS startup job

// SETPARM SSL$MIN=“TLSV1.3’

// SETPARM SSL$MAX=¢TLSV1.3’
This will force the VCS to use TLSV1.3
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TLS Version Control

09-06-2024 09:44:56 @ —-- oo - oo oo oo oo ° If h 't SSL$DBG—YES
09-06-2024 09:44:56 Summary: you ave Se - ) .
09-06-2024 09:44:56 OpenSSL version = OpenSSL 1.1.1t 7 Feb 2023 then you get to See the Ve-rS-Lon
09-06-2024 09:44:56 Compiler = IBM z/0S XL C/C++ METAL Ove'r'ride infOTmatiOn '.Ln ‘the
09-06-2024 09:44:56 sec_types = [TLSV1.2
- e Handshake summary.
09-06-2024 09:44:56 override min = [TLSV1.3]
09-06-2024 09:44:56 override max = [TLSV1.3]
09-06-2024 09:44:56 keyring = [CRYPTO.KEYRING]
09-06-2024 ©09:44:56 keyring_pw =[]
09-06-2024 ©09:44:56 keyring_stash =[]
09-06-2024 09:44:56 V2_session_timeout = 0
09-06-2024 09:44:56 V3_session_timeout = 86400
09-06-2024 09:44:56 LDAP_server =[]
09-06-2024 09:44:56 LDAP_port =0
09-06-2024 09:44:56 LDAP_user =[]
09-06-2024 09:44:56 LDAP_password =[]
09-06-2024 09:44:56 LDAP_CA_roots =0
09-06-2024 09:44:56 auth_type =0
09-06-2024 09:44:56 &gsk_init_data = 0x88406378
09-06-2024 09:44:56 == - - m oo o oo
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Recommendations

= Symmetric Encryption

e Advanced Encryption Standard(AES) - 128/256
bits

Asymmetric Encryption

* RSA(Rivest, Shamir, Adleman) - 2048 bits

*ECC (Elliptic Curve Cryptography) - with RSA,
256-bit curve

med Hash Algorithms

*SHA-2 - 256 bits

e SSL/TLS Protocol Versions

eTLS 1.3 (If available)
*TLS 1.2
eTLS 1.0/1.1
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Thank You
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