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• Re-encipher secure keys
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Protected volume encryption support in SLES

What is required:

• Linux kernel modules

• paes_s390x

• pkey

• dm-crypt

• cryptsetup utility >= 2.0.3

• zkey and zkey-cryptsetup in 

s390-tools
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SLES 12 SP4

• paes_390x/pkey/dm-crypt 

• cryptsetup = 1.6.4

• zkey/zkey-cryptsetup

• s390-tools = 2.1.0-13.6

SLES 15

• paes_390x/pkey/dm-crypt 

• cryptsetup = 2.0.1

• zkey/zkey-cryptsetup

• s390-tools = 2.1.0-12.8

SLES 15 SP1

• paes_390x/pkey/dm-crypt 

• cryptsetup = 2.0.5

• zkey/zkey-cryptsetup

• s390-tools = 2.1.0-19.27

/
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Summing up the SLES support picture

For SLES12 SP4 and SLES15:

• Volume encryption can be done with a clear key in LUKS1 or plain mode

• Takes advantage of the CPACF hardware acceleration and Crypto 

Express card

For SLES15 SP1:

• Volume encryption can be done with a secure/protected key combination 

in LUKS2 or plain mode

• Takes advantage of the CPACF hardware acceleration and Crypto 

Express card
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Getting started with 
pervasive encryption for data volumes
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Resources

IBM documentation

• Pervasive Encryption for Data Volumes (Updated June 2019)

• Documents using LUKS2 or plain modes

• Use SLES15 SP1

• Getting start with pervasive encryption (September 2017)

• Documents using plain mode

• Use with SLES12 SP4, SLES 15 and SLES15 SP1

Community documentation

• LUKS (Linux Unified Key Setup)

• Frequently Asked Questions
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https://www.ibm.com/support/knowledgecenter/en/linuxonibm/com.ibm.linux.z.lxdc/lxdc_linuxonz.html
https://www.ibm.com/support/knowledgecenter/en/linuxonibm/com.ibm.linux.z.lxdc_quick/lxdc_a_quick_linuxonz.html
https://gitlab.com/cryptsetup/cryptsetup/wikis/home
https://gitlab.com/cryptsetup/cryptsetup/wikis/FrequentlyAskedQuestions


Recommendation

Use LUKS versus plain

• Benefits of using LUKS (from cryptsetup FAQ)

• protect the user from a lot of common mistakes

• multiple user keys with one master key

• anti-forensic features

• metadata block at start of device

Plain dm-crypt is for experts!

Useful for swap or scratch space
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Introducing the lab
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Testing pervasive encryption 
for data volumes

IBM z13

• Located in SUSE headquarters – Nürnberg, Germany

SLES15 SP1 installed in an LPAR

• CPACF enabled

• CryptoExpress

• One CEX5C domain assigned - not best practice for production deployments!
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What if we do not have access to a 
TKE (Trusted Key Entry) workstation?

CCA is a binary only package provided by IBM

• Main landing page for CCA package, documentation and much more

- wget https://public.dhe.ibm.com/security/cryptocards/pciecc3/CCA/csulcca-6.0.13-08.s390x.rpm

• Installation and configuration documentation for CCA

- Starts at Chapter 29 page 1107

IMPORTANT:

• USE A TKE WORKSTATION FOR PRODUCTION KEY TASKS!!

• CCA SHOULD ONLY BE USED FOR TESTING
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https://www.ibm.com/security/cryptocards
http://public.dhe.ibm.com/software/dw/linux390/docu/l60xcc08.pdf


Interacting with the 
CryptoExpress card using the CCA

Load the AES master key

• panel.exe –h for help

• panel.exe –l for interactive menus to load master key parts

- I preferred using CLI options

• First, middle and last key parts

- Must enter 64 character hex string for each part

- Suggest concatenated two uuids from uuidgen removing the dash characters “-”

• Problems encountered

- Use journalctl to look at the panel.exe messages

- Add root to the following groups: cca_setmk, cca_cmkp, cca_lfmkp, cca_clrmk, cca_admin

Set the AES master key so it can be used

Rotating in a new master key

• Interact with NEW, CURRENT, OLD keys on CryptoExpress card
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Working with data-at-rest encryption
Encrypting new ECKD partitions in an LVM
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Verify a CCA CryptoExpress domain exists

13



Installing the IBM CCA binary only package
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Make root member of the CCA groups

15



Load NEW master key parts
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Set NEW master key as CURRENT
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Verify CURRENT master key is valid
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The operating system volume group
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Enabling the DASDs for pervasive encryption
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Format and partition the DASDs
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Using /dev/disk/by-id to refer to the partitions
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Generate a secure key for each partition

23



Use zkey to generate cryptsetup commands
that will be run for each partition
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Set the LUKS2 verification pattern and open 
each encrypted partition
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Create LVM logical volume and 
format with XFS
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Create a key file to automatically open 
encrypted partition without a passphrase
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Add the key file to the LUKS2 header
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A crypttab file is needed to auto open 
encrypted partitions
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Mount the formatted logical volume
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Reboot to verify encrypted partitions are 
opened and logical volume mounted
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SLES rescue system with 
OS and encrypted DASDs enabled
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Operating system volume group is available 
but encrypted is NOT!
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Working with data-at-rest encryption
Re-encipher secure keys
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Secure key enciphered with 
CURRENT master key
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CURRENT master key verified
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Load NEW master key
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NEW master key verified
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Secure keys ciphered with 
card 00 domain 0000
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Begin staged re-encipher process
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Secure key showing re-encipher pending
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Promote NEW key to CURRENT key
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NEW key is now the CURRENT key
CURRENT key is now the OLD key
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Still able to write using OLD secure key
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Complete the re-encipher process
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The secure key has been re-enciphered
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Re-encipher the LUKS2 header for each 
partition
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Re-add keys for auto opening
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cryptsetup luksdump showing two new 
keyslots after re-enciphered LUKS2 header
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Auto open and writing to encrypted volume 
continues to work after reboot
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What is next?
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What is next?

Working on documenting the migration of a SLES install from 

unencrypted to encrypted

Videos and How-to guide(s)

YAST installer support for protected key dm-crypt?

Include examples of configuring data-in-flight encryption
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