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z/VSE security

I Provides protection of

I z/VSE system, data and resources

o Prevent unauthorized access to z/VSE and data

o Data modification by unauthorized users

I z/VSE in a network
o Prevent unauthorized remote access to z/VSE

0 Systems in the network could try to
0 connectto z/VSE and
o access data (VSAM files, POWER queues, E.)
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z/VSE security features

| Batch security
I Online security
| Basic Security Manager (BSM)

I May be replaced by External Security Manager (ESM)
I Single sign-on support with LDAP
| Cryptography (provided by IBM Z, openSSL, E)
I CICS Web Support (CWS)
I Connector security
| TCP/IP security (firewall, SSL / TLS, E)
| Security for FTP
I Auditing, logging and reporting
| Intrusion detection
I Policy compliance
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z/VSE Basic Security Manager (BSM)

I BSM covers
| Batch security
0 Defined during IPL via SYS SEC=YES

0 Protects resources such as libraries, files
I Online (signon) security
0 Defined during CICS startup in SIT SEC=YES
0 Protects access to CICS environment
I CICS transaction security
0 Defined via IUI dialogs or batch utility
0 Protects the usage of CICS transactions (applications)
I CICS resource security
0 Defined via resource classes in |UI dialogs or batch
0 Protects access to CICS files, WebShere MQ, FACILITY resources, E
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z/VSE security status

= SIR Attention Routine command shows the security status

SIR SYS

AR 0015 IPL-PROC SIPLESA JCL-PROC = S$JCL
AR 0015 SUPVR SSASSUPI TURBO-DISPATCHER (B2) ACTIVE

AR 0015 HARDWARE COMPRESSION ENABLED
AR 0015 SEC. MGR. BASIC SECURITY = ONLINE and BATCH

= BSTADMIN utility lists the security settings (BSTADMIN STATUS command)

0 exec BSTadmin

BG 0000 15541 PHASE BSTADMIN IS TO BE FETCHED FROM IJSYSRS.SYSLIB
BG-0000 BST901A ENTER COMMAND OR END

0 status

BG 0000 ACTIVE CMDAUDIT

BG 0000

BG 0000
BG 0000
BG 0000 DATASET
BG 0000 WVSELIB
BG VSESLIB

© Copyright IBM Corporation 2018 5



2018 VM Workshop: Security on z/VSE

z/VSE security concept

I CICS Transaction Server requires a security manager
I z/VSE provides the Basic Security Manager (BSM)
| BSM can be replaced with an External Security Manager (ESM)

I OApplicationO (Resource Manager) uses RACROUTE services

I SAF = System Authorization Facility
VSE SAF Router SAF Router Exit

*
Resource Manager iaEiEnd | ICHRTX00
cICS, TCP/IP (BSSTISX),
DITTO, CONNECTOR, ...

RACROUTE REQUEST=
Security Manager
BSM/ESM

Z

A

—
A

IBM Redbook OSecurity on IBM z/VSE
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z/VSE security files

| BSM uses the following files to store security related information
I VSE Control Filebcentral repository for user profiles (e.g. userid)
I BSM Control Filebprofiles for resource classes

I CICS resources: transactions, programs, files, journals, temp. storage
gueue, transient data queue, E

z/VSE

CICS TS Online Batch

ICCF Security Security
Security

DTSFILE/)/

‘ VSE.CONTROL. FILE ‘ |
(VSECNTL) DTSECTAB
VS LE

E.BSTCNTL.FI
(BSTCNTL)

BSM Used Files

IBM Redbook OSecurity on IBM z/VSEQiin: 2
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z/VSE security components

LDAP Support

I CICS TS TCP/IP Connectors
y
, Defined i

_ ~ Security Manager
(Basic Security Manager or External Security Manager)

Audit Logging & Reporting

VSE BSM DMF
Control File Control File Datasets
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Security server partition

I CICS TS requires an external security manager

z/VSE users may choose
I BSM (Basic Security Manager) provided with z/VSE

I ISV security manger
I To be selected at IPL (SYS ESM, SYS SERVPART)

I Default is to start the BSM security server in partition FB

I BSM security server partition

Controls access to VSE and BSM control file, e.g. for RACROUTE requests
Contains functions to support cryptography features

Contains functions for BSM logging with DMF (Data Management Facility)
Provides a MSG command interface
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Maintain User Profiles

IUI dialogs or BSTADMIN utility can be used to maintain user profiles / groups

= Maintain User Profiles (2-1-1)

I To define / change / delete userids
I To connect a new user id to a group

I To add a new user to the LDAP mapping file
= Security Group Maintenance (2-8-2)
I To connect user-1Ds to groups or define new groups

» To refresh security information
I Perform a BSM Security Rebuild (2-8-3)

» |n case of LDAP authentication,
you need to add a new user-ID to the LDAP mapping file (2-1-7),
the Maintain User Profiles dialog or via IESLDUMA utility

» Don’t forget “PF5” to process requests

© Copyright IBM Corporation 2018

10



2018 VM Workshop: Security on z/VSE

Maintain User Profiles E

BSM Group Maintenance (2-8-2)
I To define / change / delete a group

I To connect a user id to a group

I To display user ids of a group

Default groups: GROUPO1 to GROUP64
I corresponding to the 64 CICS transaction security keys

BSM rejects the definition of a new group named the same as a user id

Perform a BSM Security Rebuild to activate the changes (2-8-3)

BSM Cross Reference Report (28-5)

I To get information about a user, group, etc.

© Copyright IBM Corporation 2018
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BSM Resource Profiles

Repository for resource profiles:

DTSECTAB contains the entries for z/VSE files, libraries, sublibraries and members

o Skeleton DTSECTRC in ICCF library 59 to maintain the table

BSM Control File keeps the profiles for all other resource classes supported by BSM

BSM Resource Profile Maintenance (28-1)

Define / change / delete profiles to control access

Unified BSM Resource Profile Maintenance (2-8-6)

To browse the list of BSM resource classes to maintain class profiles

Resource profiles for

Transactions, PCT, PPT FCT, APPL, FACILITY, MQ classes, and more
VSELIB, VSEMEM, VSESLIB to define batch classes (z/VSE 6.2)
To submit batch job, that assembles, catalogs and links the DTSECTAB

© Copyright IBM Corporation 2018
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Audit - Logging and Reporting

I All access attempts to protected resources can be logged
I Allowed access as well as disallowed access

| Possible attacks can be detected
I E.g. multiple logon attempts with invalid password

I Analysis can be done using a reporting tool
I Summary report. Detailed report of all access attempts

| Separation of auditor function from administrator function
I Definition of a user id with type AUDITOR

© Copyright IBM Corporation 2018
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Audit - Logging and Reporting E

I Past: ACLR (Access Control Logging and Reporting) was used

for auditing of batch (DTSECTAB) resources

' DMF (Data Management Facility) can replace ACLR

DMF a component of CICS TS for z/VSE / CICS TS for VSE/ESA

BSM sends SMF (System Management Facility) type 80 records to DMF
DMF to be started in a (dynamic) partition, otherwise no logging

DMF can be used for batch and online logging

I Report writer (BSTRPWTR) generates reports

Extract SMF records into new dataset

Generate reports from that dataset

© Copyright IBM Corporation 2018 14
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Audit - Logging and Reporting (Transfer SMF records to DMF)

Resource Manager

Partiion of SECHECK issuer

Secunity Manager
BSM - RACROUTE

SMF Record

Partition of SECHECK issuer

Security Server
SEC SERV

BSTPSTS

Data Space
BSTSPACX »
| SMF Records
Of

Parfition FB
Data Space
DFHDF000

SMF Records

Partiion Z1

IBM Redbook OSecurity on IBM z/VSE Qalloa/wwwredbooks o . com/abslacis/sa 47601 himi200en.,
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LDAP signon support

Identity Management

User ids
Passwords

1"1#$%8& ()*+(,- Authenticate 1%0% /Ciroups .
/(45)+,46 ccess rignts
£2) Policies

Sign-on Authenticate

I LDAP = Lightweight Directory Access Protocol

I Enables users to sign on to z/VSE ) B
using a single, corporate-wide Oldentity ManagementO systems

(i.e. IBM Security Identity Manager (ISIM),

former IBM Tivoli Identity Manager, etc.)

IBM Redbook OSecurity on IBM z/VSEC ' ' 2

16
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LDAP signon support

I LDAP userIDs and passwords can be up to 64 characters.
I To overcome VSE internal limits:
I 4 character VSE/ICCF userIDs, 4 and 8 character CICS userIDs

| up to 8 character Passwords
I LDAP sign on sits on top of existing z/VSE security manager (i.e. BSM, ESM, etc.)
I z/VSE LDAP client can work with common LDAP servers
| IBM Security Directory Server, z/VM LDAP server
I OpenLDAP, Apache Directory server, Microsoft Active Directory, Apache Directory, E
| Benefits
I Improved protection, consistent access rules, enterprise -wide repository

I z/VSE 6.2: LDAP signon enhancements provide

I RESET option for LDAP user mapping tool to clear cached user password hash

o Forces full LDAP signron at next user sign-on
I Wildcard support for CHANGE and DELETE commands of user mapping tool

© Copyright IBM Corporation 2018 17
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Migrating from older BSM versions

l  Since z/VSE 3.1.1, BSM uses the BSM Control File instead of DTSECTXN

I Please migrate transaction security definitions from DTSECTXN to BSM Control file

I IUI dialog for DTSECTXN removed in z/VSE 6.1
I DTSECTXN not supported in z/VSE 6.2

I The steps depends on:
I VSE system level from which you installed z/VSE

I Whether you performed an FSU (Fast Service Upgrade) or an initial installation.

I Whether you wish to retain the use of your previous security definitions.

| Please see z/VSE 6.2 Administration Chapter 31 for details

I See table describing steps to perform before and after migration of VSE

18
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Batch security

If batch security is active (SYS SEC=YEYS), all jobs need to specify a usetlD and password
I Either using the // ID statement within the job: // ID USER=user,PWD=password

I orinthe * $$ JOB card: * $$ JOB JNM=MYJOB,...,SEC=(user,password)

User id and password are verified against
I DTSECTAB (using the SECHECKSVC 108Dinterface)

I Security Manager (RACROUTE)
Components (LIBR, VSAM, ...) use this user id to verify access rights against DTSECTAB

If you submit jobs from the ICCF library

I Submitted job automatically inherits the user -1D and password from the submitting user
I No need to specify a // ID statement or user -1D in the * $$ JOB card

Inheritance only works if batch security is active at the time you do the submit

I Jobs that were submitted prior to activating batch security do not have any inherited
security information, you may have to re -submit those jobs

z/VSE 6.2 provides a common interface for online and batch resources via Ul dialogs

I New dialogs generate the DTSECTAB

© Copyright IBM Corporation 2018 19
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Protect JCL operands

I You can use BSM security to protect operands of specific JCL statements

I For example, you can protect the PERM operand of the ASSGN and LIBDEF statements.

I Profiles of class FACILITY provided for JCL statement checking:
I IBMVSE.JCL.ASSGN.PERM

I IBMVSE.JCL.LIBDEF.PERM
I IBMVSE.JCL.LIBDROP.PERM

I IBMVSE.JCL.OPTION.PARSTD
I IBMVSE.JCL.OPTION.STDLABEL

I To perform JCL statement checking:

I JCL security must be enabled (IPL SYS SEC=YES,JCL)

I The minimum access right for Universal Access or user-IDs/groups must be READ

20
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IDCAMS command security

= VSE/VSAM IDCAMS provides a number of cluster management and catalog maintenance
commands which can be destructive to data

I The usage of IDCAMS commands can be restricted

» The administrator can control access to IDCAMS commands by using the 'IDCAMS.GENERAL'
BSM resource profile of the resource class FACILITY

I IDCAMS commands access control is designed for batch processing only

I If batch security is not active (SYS SEC=NO) or IDCAMS function isexecuted in ICCF
pseudo partition, then no security checks are performed
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TCP/IP Security

In general TCP/IP stacks use their own user id definitions

Security Exit available from IBM to check user ids / resource access via Security Manager

Issues RACROUTE calls for

©)

User identification and verification

Resource access control

z/VSE files, libraries, members

POWER entries

SITE commands

TCP/IP
for
VSE/ESA

>XW— 4 wwm

- - =

Pre-
processing
exit

RACROUTE

e o

BSSTIXE
exception
list

Basic
Security

(BSM)

- -

Mo -

Post-
processing
exit
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Firewall: IBM TCP/IP for z/VSE V2

I A new version of CSI‘s TCP/IP stack — only supported on z/VSE Version 6

I New white-list firewall
I Access denied unless
an IP address is specifically allowed to communicate with the VSE system.

I Firewall shield loaded during TCP/IP startup (in fail or warn mode - for logging only)
o Configuration phase contains a list of IP addresses

« Firewall configuration phase can be reloaded
 To each IP address range you may specify VSE ports (TCP or UDP)
and if ICMP (Ping) is allowed

 Example:

FIREWALL
ALLOW,IPV4BEG=039.101.062.131,IPVAEND=039.101.062.131,

TCPPORTS=PORTGRPA,UDPPORTS=NONE,ICMP=YES

I FIREWALL commands for administration
o ON, OFF, LOAD PHASE=<phase name>

o WARN, FAIL, DEBUGON | DEBUGOFF, MSGON | MSGOFF, REPORT

© Copyright IBM Corporation 2018 23



2018 VM Workshop: Security on z/VSE

Firewall: IBM IPv6/VSE 1.2 /1.3

New releases of BSIOs TCP/IP stack

IBM IPv6/VSE 1.2 only supported on z/VSE 6.1
IBM IPv6/VSE 1.3 only supported on z/VSE 6.2

New (basic) firewall

Examines IPv4 packets and IPv6 Ethernet frames
Enabled by default

VSE Librarian member contains the firewall rules table
o To disable the firewall, just delete / rename the VSE Librarian member

Source IP address, packet protocol, TCP or UDP port, ICMP can be accepted / denied
o Example: IN IP ALLOW IP 192.168.1.0 255.255.255.0

If a packet is denied, it is dropped. A message will be written to SYSLST
Default firewall rules allow all packets to be processed by the stack

Only Inbound (IN) rules are processed
Firewall commands via MSG <syslog id>

0 MSG <syslog id>,D=FIREWALL,RELOAD

0 MSG <syslog id>,D=FIREWALL,LIST
0 MSG <syslog id>,D=FIREWALL,LOGLEVEL n (0=no logging, 4=message to SYSLST)

© Copyright IBM Corporation 2018 24
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IBM Z Pervasive Encryption with z/VSE

I Exploitation of IBM z14 / z14 ZR1
I CPACF instructions as provided by z/Architecture
I CryptoExpress cards

I Encryption at rest
I Encryption Facility for z/VSE
I Tape encryption (TS1120 BTS1140)
I Disk encryption (DS8000)

I Encryption in flight, exploited by
I openSSL

I All EZA API users

I EZA Multiplexer

I Connector server

|

|

!

TCP/IP for z/VSE
IPV6/VSE

E

'HS%& () *+" - "#$'%S$'/+($0"1234
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IBM IPv6/VSE 1.3: SSH copy facility

I Uses a Linux passthrough image for a SSL connection to a remote host
I Secure file transfer via SSH to and from z/VSE
I Compatible with IBM TCP/IP for z/VSE, LFP, z/VM IP Assist (VIA)

I  See IBM IPv6/VSE 1.3 documentation for details

© Copyright IBM Corporation 2018
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IBM TCP/IP for VSE: SecureFTP

| FTP protocol provides protocol for transferring files between systems on different
platforms

— Installation may transfer sensitive information such as customer names,
credit card account numbers, social security numbers, ...

— FTP protocol transmits data without any authentication, privacy or integrity

| SecureFTP provides user authentication, privacy and integrity
— SecureFTP is integrated into TCP/IP for VSE/ESA and TCP/IP for z/VSE

How to setup Secure FTP with VSE:

hitos: Jwww-03 [ : 2/os/zvseld Qn iy htool#bowto

27
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OpenSSL Support

I OpenSSL on z/VSE
I OpenSSL runtime library

I New component: z/VSE cryptographic services, 5686 -CF9-17-51S
I Available since z/VSE 5.1 plus PTFs

I Software implementations for algorithms with key lengths

I Hardware Crypto Support (Crypto Express cards and CPACF)
I z/VSE supports the GSK (z/OS SSL API) and openSSL API

I OpenSSL exploited by z/VSE components and IPv6/VSE
I IPv6/VSE product exploits OpenSSL via SSL Proxy Server (BSTTPRXY)

0 Proxies a clear text connection into an SSL/TLS connection and vice versa

o Automatic TLS Facility (BSTTATLS)
Automatically converts any application into SSL/TLS application

© Copyright IBM Corporation 2018
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z/VSE 6.2 Security enhancements

I OpenSSL enhancements
I Upgraded to openSSL 1.0.2h (newer SSL/TLS functions)

I Elliptic Curve Cryptography (ECC) hardware acceleration with CryptoExpress5S / 6S
o If hardware not available, ECC software implementation will be used

I CICS Web Support : SSL/TLS support of openSSL or SSL of TCP/IP for z/VSE stack
I Does not need LE environment

| EZA Multiplexer and EZA openSSL support
I EZA multiplexer can be configured to use interface phase for given TCP/IP stack

I OpenSSL may be used independent of the TCP/IP stack
I Similar to the LE/C TCP/IP socket APl multiplexer

29
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z/VSE 6.2 Security enhancements E

SSL/TLS connection to secure remote VTAPE network transfer

Operator interface for crypto device driver when BSM is not used

IBM IPV6/VSE 1.3

I New FTP server security interface
o FTP access to z/VSE file system may be protected by

I Basic Security Manager (BSM) or
I External Security Manger (ESM)

using the resource class FACILITY

IBM TCP/IP for z/VSE 2.2: TLS 1.1 and TLS 1.2 support

© Copyright IBM Corporation 2018
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IBM Z cryptographic support

Encryption support via crypto cards or on the processor itself (CPACF)

Cryptographic assists
I Exploited by the SSL support of TCP/IP transparently

I Encryption Facility for z/VSE

Displaying Hardware Crypto Status Information
| General crypto configuration: MSG FB,DATA=0OSTATUS=CRO
| CPACEF status: MSG FB,DATA=OSTATUS=CPACFO

I Adjunct processor (crypto card) status: MSG FB,DATA=OAPSTAT AP=nO

z/VSE 6.2: Operator interface for crypto device driver when BSM is not used

© Copyright IBM Corporation 2018

31



2018 VM Workshop: Security on z/VSE

IBM Z cryptographic support - configuration

I No z/VSE configuration necessary for crypto hardware (no ADD statement)
I You may define the devices in the HMC (LPAR) or z/VM directory

I Crypto hardware detected during z/VSE IPL process

I Crypto hardware is transparent to end users and TCP/IP applications

I Use of crypto hardware can be disabled via TCP/IP SOCKOPT phase

I How to setup cryptographic hardware for VSE:
ey J | 205/ g o/ ity bl

© Copyright IBM Corporation 2018
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IBM Z cryptographic support ...

I CPACF - for symmetric encryption
— AES for 128-bit keys (z9 EC, z9 BC), AES for 256 keys (z10 EC or higher)

I Crypto Express cards — for asymmetric encryption
— 213/ z13s: CryptoExpress5S, z14 [ z14 ZR1: Crypto Express6S

0 More than 16 domain support

— Encryption hardware assist for increased SSL throughput

o Supports SSL handshaking only for applications that use the SSL crypto API

I Configurable Crypto Express
o 4096-bit RSA key support

o Dynamically configurable in coprocessor or accelerator mode

I Dynamic change of cryptographic processors

o Add/remove cryptographic processor - z10 LPAR or higher

© Copyright IBM Corporation 2018
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IBM Z cryptographic support - AP queue interrupt support

I Support for Crypto Express AP-interrupts (z10 and higher)

I A hardware interrupt is issued when a response is ready for de -queuing from a card.

I Removes the need for the formerly used polling mechanism
I User can switch between polling and interrupts (default: polling)

I Using interrupts increase throughput for certain workloads without increasing CPU load

I Supported cards are:

I Crypto Express2, Crypto Express3, Crypto Express4S / Crypto Express5S / 6S
I The VSE crypto device driver provides commands:

| APEAI, enable AP interrupts for all APs
I APDAI, disable AP interrupts for all APs

© Copyright IBM Corporation 2018
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Tape Data Encryption

| IBM TS1120/TS1130/TS1140 Tape Drive with encryption feature

I Supports data encryption within the drive itself

I Using Systems Managed Encryption with the TS1120/TS1130/TS1140

I z/VSE requires encryption key manager (EKM) component on non-z/VSE platform
0 Generation and communication of encryption keys for tape drive

o TCP/IP connection between the encryption key manager and the tape controller
o EKM for TS1120/TS1130

I Java application, used to generate and protect AES keys

I generates AES (256 bit) data keys and protects those keys

I Key encryption key label (KEKL) identifies the encryption keys

I KEKL or the hash value of the public key can be stored on the cartridge.

I download from the internet
o EKM for TS1140

I Requires the product IBM Security Key Lifecycle Manager (SKLM)

"H# © Copyright IBM Corporation 2018



2018 VM Workshop: Security on z/VSE

Tape DataEncryption E

I In z/VSE jobs must have an ASSGN statement and KEKL statement
to access or write encrypted data

I ASSGN statement
I ASSGN SYSnnn,cuu,mode

O cuu = device address

0 mode =

I 03 encryption write mode

I OB encryption and IDRC write mode

I 23 encryption and unbuffered (compression) write mode
I 2B encryption and IDRC and unbuffered write mode

I KEKL statement
I/ KEKL UNIT=cuu,KEKL1=key label 1,KEM={L|H}

o KEM = key encoding mechanism (L = label, H = public key hash)

"H# © Copyright IBM Corporation 2018
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Encryption Facility for z/VSE 1.2

Optional priced feature

Supports the use of SAM files, VSE/VSAM files, VSE library members, tapes,
virtual tapes as input or output

Requires CP Assist for Cryptographic Function (CPACF)

no charge feature, only z Systems servers

Extends affinity between z/VSE and z/0S

Function roughly equivalent to EF for z/OS
Compatible with EF for z/OS V1.1 (Encryption Facility z System format)
o EF for z/VSE tapes can be read by EF for z/VSE, EF for z/0S,
EF for z/OS Java Client, and Decryption Client for z/0S,
o EF forz/OS V1.1 and EF for z/OS Java client tapes can be read by EF for z/VSE
Supports openPGP standard
OpenPGP exploits 4096-bit RSA keys (z10 and above)
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z/VSE security portal (lists latest security APARS)

— Security and system integrity

IBM strongly recommends that users of the z/VSE Operating System validate the
currency of security and system integrity service and take action to promptly install all
security and integrity PTFs.

Security and system integrity related APARs/PTFs:

Last update: January 22, 2018

APAR PTF Contents

Date

DY47721 UD54251- z/VSE V5.2: zlib upgrade to V1.2.11 (CVE-

2017/07/26 61S 2016-9840, CVE-2016-9841, CVE-2016-
9842)

© Copyright IBM Corporation 2018
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Technical Security Articles in IBM Knowledge Center

How to setup hardware crypto and TLS/SSL with z/VSE

hitos://www.ibm.com/support/knowledgecente » ]

How to setup SSL with the VSE Script Connector

vhitepape

aingll

How to setup WebSphere MQ for z/VSE V3.0 and WebSphere MQ for Windows V7.0 with secured connections using SSL

How to use Encryption Facility for z/VSE
How to setup SSL with CICS Web Support
How to setup Secure Telnet with VSE
How to setup Secure FTP with VSE

How to setup SSL with VSE

How to setup and use Keyman/VSE

How to setup cryptographic hardware for VSE

© Copyright IBM Corporation 2018
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z/VSE Security Documentation

IBM Redbooks:
— Security on IBM z/VSE

— Enhanced Networking on IBM z/VSE
htto://www.r ks.ibm.com/abstracts/sg243091.htm|?

VSE security page . .
2/ httg,(ZWUWr\}vtiﬁwi&m(§;§tgm§(z(g§(zv§§[gggumgntgtlgn(ggg;gnty,html

z/VSE security and integrity — service & support

hito://www-03.ibm.com/svstems/z/os/zvse/support/preventive ntml#security

— z/VSE Planning
— z/VSE Administration

— z/VSE e-business Connectors, User’s Guide
— CICS TS Enhancements Guide

© Copyright IBM Corporation 2018
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