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Notice Regarding Specialty Engines (e.g., zIIPs, zAAPs and IFLs):

 Any information contained in this document regarding Specialty Engines ("SEs") and SE 

eligible workloads provides only general descriptions of the types and portions of workloads 

that are eligible for execution on Specialty Engines (e.g., zIIPs, zAAPs, and IFLs). IBM 

authorizes customers to use IBM SE only to execute the processing of Eligible Workloads of 

specific Programs expressly authorized by IBM as specified in the “Authorized Use Table for 

IBM Machines” provided at 

http://www.ibm.com/systems/support/machine_warranties/machine_code/aut.html (“AUT”).

 No other workload processing is authorized for execution on an SE.

 IBM offers SEs at a lower price than General Processors/Central Processors because 

customers are authorized to use SEs only to process certain types and/or amounts of 

workloads as specified by IBM in the AUT.
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z/VSE Connectors - Introduction

 The z/VSE Connectors started as a single function in VSE/ESA 2.5

 Since then, it evolved over time

 Its now more a technology than just a function

– consisting of many different features and functions

– supporting various connector solutions

VSE/ESA 2.5

Java-based Connector 
• VSE Connector Server 

& Client
• J2C Resource Adapter 

for WAS

VSE/ESA 2.6

VSAM Redirector
• Real-time synchronization of 

VSAM data with a database
JDBC Driver for VSAM
• SQL based access to VSAM 

data
• Part of the Java-based 

Connector
VTAPE Support

VSE/ESA 2.7

SOAP/Web Services 
support
• VSE as Web Service 

provider or consumer
VSE Script Connector
• non-Java access to 

VSE programs and data 

z/VSE 3.1 z/VSE 4.1 z/VSE 4.2 z/VSE 4.3 z/VSE 5.1 z/VSE 5.2 z/VSE 6.1

Misc enhancements of 
existing Connectors

Enhancements for 
VSAM Redirector
• VSAM Capture Exit
• New DBHandler

supports normalization 
Added TSM support for

VTAPE

SOAP/Web Services security
• Transport Layer Security
• Message Layer Security
LDAP Sign-on support
• Signon using long, corporate 

user-id
• Authenticate against an 

LFDAP server

Fast Path to Linux on 
System z (LFP)
• In z/VM environment
Enhancements of 

existing Connectors
IPv6/VSE TCP/IP 

Stack

Fast Path to Linux on 
System z (LFP)
• In LPAR environment
IPv6 support in LFP
z/VSE z/VM IP Assist 

(VIA)
Database Connector 

(DBCLI)

IPv6 support in
connectors

Stacking Tape
Support

Channels & Containers 
support in CICS TS 2.1

MQ Client Trigger Monitor
Remote Debug Interface 

(as BETA)

z/VSE 6.2

REST Engine
SOAP Engine 
supports C&C
DBCLI 
Enhancements
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TCP/IP for VSE
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z/VSE Connector & Tools - Downloads

 Connector components 

– Delivered as part of the 

z/VSE system as WBOOKs 

in PRD2.PROD

– Also available on the 

z/VSE Homepage
https://www.ibm.com/it-infrastructure/

z/zvse-downloads

 Many ‘as-is’ tools are provided 
for download

 Information about the 
Connector Components can 

be found here:
https://www.ibm.com/support/knowledgecenter/SSB27H_6.2.0/

fa2ws_connection_possibilities_use_.html
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Scenario 1: Web- / Mobile-enabling of Applications

Web-enable z/VSE Applications

Mobile-enable z/VSE Applications

Modernize User Interface for applications

Backend (e.g. z/VSE)Middle-Tier (e.g. Linux on IBM Z)

Web 
Application 

Server 

Mobile 
Application 

Server 

Portal &
Web 

Presentation 
Servers

Directory & 
Security 
Services

Transaction
Servers

(e.g. CICS TS)

Extranets
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E
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rv
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.)

Data
(e.g. 

VSAM, 
DL/I)

Batch ProcessingConnectors

Frontend
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Scenario 2: Central Database

Use a central database for all business related applications

Allow z/VSE applications to work with central database

Add analytics and business intelligence 

Central
Database

Connectors

z/VSE Batch

z/VSE Online

z/VSE

VSAM
DL/I

Business Intelligence
Business

Applications
ERP, CRM, 

…

Cloud
Services

Data Warehouse
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Scenario 3: Modern z/VSE Administration, Operation, Automation

Use graphical Tools for z/VSE administration

Add cross-system automation

z/VSE

Transaction
Servers

(e.g. CICS TS)

Data
(e.g. 

VSAM, 
DL/I)

z/VSE Batch

VSE Navigator

CICS Explorer

VSE
Connector

Server

TCP/IPAutomation
cross system

Keyman/VSE

VSE Health Checker
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CICS Enhancements related to CICS connectivity

 CICS TS for z/VSE V2.1 – z/VSE V6.1

– Enhancements to the CICS Explorer: monitor and update CICS resources 

– Channels and Containers

 CICS TS for z/VSE V2.2 – z/VSE V6.2

– Enhancements to the CICS Explorer to more easily manage CICS resources

– HTTP 1.1 Support for CICS Web Support:

• Persistent connections, pipelining, and chunking

– Enhancements to the CICS API to provide: 

• Support for UTF-8 and UTF-16 with the channels and containers API

• Support for the APPEND parameter for PUT CONTAINER

• Support for the BYTEOFFSET parameter for GET CONTAINER

• Support for Internet-type date and time stamp formats

• Support for Language Environment (LE) MAIN for Assembler applications.

– Support for OpenSSL with CICS Web Support
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Channels and Containers

 Channels and containers lift the 32K Commarea limitation 

− Applicable for both LINK and XCTL, Distributed Program Link (DPL)

− Affects the exchange of data between CICS tasks

− Local and transaction routing

− START with data

 z/VSE ported the channel and container APIs based on CICS TS for z/OS 3.1

 Language support is provided for C, COBOL, HLASM, and PL/I

 Channels and Containers limitations

− In 31 bit virtual storage only

− No support for 

• External CICS Interface (EXCI), External Call Interface (ECI)

• EXEC CICS WEB … commands to receive/send data directly into/from containers

• Business Transaction Services (BTS)
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Channels and Containers

 Container: Named block of data 

– Designed for passing information between programs

 Channel: A group of Containers

− No limit  on the number of Containers in a Channel

 A Channel is a sort of program interface

− Passed on LINK, XCTL, pseudo-conversational RETURN, and START commands

 Non-persistent 

− Non-recoverable resource similar to commareas

Container: 'Employee'

Container: 'Branch'

Container: 'Payslip”

Channel: 'Payroll'
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HTTP 1.1 Support

 CICS Web Support has been upgraded to comply with HTTP 1.1

– Provides support for the latest web browsers and applications

– Ported from CICS TS for z/OS 3.1, CICS acting as a server

– TCPIPSERVICE PROTOCOL(HTTP|ECI|USER)

 New function has been added:

– Persistent connections

• Allows to keep a connection open so that additional HTTP requests can flow over the same 
connection

• Avoids connection establishment overhead for frequent requests

– Pipelining

• Allows to flow multiple HTTP requests over a single (persistent) connection

• Subsequent request can be transmitted before the response of the first one has been received

• Response must be returned in the same sequence as request was received

– Chunking

• Allows to send data in several smaller chunks, each with its own size and data

• No longer need to know the complete size of the data before sending the data

– Support for additional HTTP methods:

• OPTIONS: To get capabilities of the server without requesting a resource

• TRACE: Client can see what the other end received 
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Misc. CICS enhancements

 Relative addressing instructions in Assembler programs (without base register)

– New operands added to DFHEIENT and DFHEIRET macros

– Beneficial for translated programs that are greater than 4095 bytes

 Common date and time stamp formats used on the internet

– Define correct date and time stamp in HTTP header

– New CONVERTTIME command and new option for FORMATTIME

 Language Environment (LE) MAIN for Assembler applications 

– New translator option LEASM to enable LE functions and setup LE environment

– Assembler programs translated with LEASM can be used as task-related user exits 

(TRUEs) or global user exits (GLUEs)

 New  SIT parameter: MAXSOCKETS

– Specifies the maximum number of TCP/IP sockets, that can be handled by CICS
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UTF-8 and UTF-16 support for Channels and Container

 Most textual data in the internet is encoded in UTF-8 nowadays

– XML, JSON, HTML, etc.

 PUT and GET can be used for data conversion

 Uses CICS conversion tables or LE provided conversion services (ICONV)

– CICS conversion tables are used for simple codepages

– ICONV is used for UTF8 and UTF-16

 Simple example of converting data to UTF-8:

EXEC CICS PUT CONTAINER(‘temp’) CHANNEL(‘dummy’)

FROM(ebcdic-data) 

CHAR

EXEC CICS GET CONTAINER(‘temp’) CHANNEL(‘dummy’)

SET(utf8-ptr) FLENGTH(utf8-len) 

INTOCCSID(1208)   (CCSID 1208 = UTF-8)
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OpenSSL support for CICS Web Support

 CICS TS for VSE/ESA 1.1.1 and CICS TS for z/VSE 2.1:

– Only supports CSI ‘s SSL/TLS implementation

– OpenSSL can not be (natively) used

• Circumvention: use IPv6/VSE’s SSL Proxy or ATTLS as pass-through

– But: CICS Web Support works with any TCP/IP stack (socket calls)

• CSI, BSI or LFP

 CICS TS for z/VSE 2.2:

– Allows to use the OpenSSL or the CSI SSL/TLS implementation

• Default remains CSI’s implementation

– SSL implementation can be chosen via // SETPARM statement in JCL

• SSL implementation is now independent of TCP/IP stack

– OpenSSL requires a slightly different key and certificate setup

• PEM files instead of .PRVK, .ROOT, .CERT members
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CICS Connectivity

CICS Web Support is the base of CICS connectivity
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CICS Explorer

 CICS Explorer “display only” in z/VSE Version 5

– System management framework for CICS TS

– Consists of CICS Explorer client and a CICS TS server extension

– CICS Explorer client 

• Read-only capabilities (like CEMT INQUIRE)

• Eclipse-based user interface on workstation

• Connects to CICS TS via TCP/IP - Communication via HTTP requests

• One CICS Explorer client for z/VSE and z/OS

– CICS Explorer server extension

• Delivered as PTF for CICS TS for VSE/ESA 1.1.1

 Integrated into CICS TS for z/VSE 2.1 (z/VSE 6.1)

– Provides update capability to CICS resources (like CEMT SET)

• Update resources as you would do with transactions on your CICS terminal

• Enable / disable CICS resources, change selected CICS definitions, …

 Integrated into CICS TS for z/VSE 2.2 (z/VSE 6.2)

– Define new CICS resources and modify or delete existing resources (like CEDA)

– Monitor, control, and update dynamic storage areas and global temporary storage queue statistics.

Scenario 3: Modern 

Administration UI
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Scenario 3: Modern 

Administration UI

CICS Explorer
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SOAP / Web Services support

 Web Service-enable z/VSE CICS TS applications

– Provide existing CICS applications as Web Service to the outside world

• z/VSE as the SOAP server

– Use/call external Web Services from within z/VSE CICS applications

• z/VSE as the SOAP client

– CICS2WS Tool is used to generate proxy code or mapping rules

 z/VSE 6.2: 

– z/VSE SOAP Engine now supports 

Channels & Containers

TCP/IP (SOAP over HTTP)

CICS 

Transaction

Server 

CICS

Application

C
IC

S
 W

e
b

 S
u

p
p

o
rt
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XML

Parser

generate
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SOAP
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Scenario 1: Web-
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Network

Scenario 1: Web-
Mobile-enablement

z/VSE as SOAP Server
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Network

z/VSE as SOAP Client
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z/VSE 6.2: RESTful Web Services support

 Use REST (Representational State Transfer) with CICS applications

– Provide existing CICS applications as RESTful Web Service to the outside world

• z/VSE as the REST server

• Provide an easy to use RESTful API to services for z/VSE services

– Use/call external RESTFul Web Services from within z/VSE CICS applications

• z/VSE as the REST client

• Use external RESTful APIs within z/VSE applications

– Payload can be:

• JSON (JavaScript Object Notation)

• XML

• Plain text, Binary, Form fields, Multipart

RESTful
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What is REST (Representational State Transfer)?

 Representational State Transfer (REST) is a software architecture style 
consisting of guidelines and best practices for creating web services

– REST has gained widespread acceptance across the web as a 
simpler alternative to SOAP and WSDL-based web services

 RESTful systems typically communicate over the Hypertext Transfer Protocol (HTTP) 
with the same HTTP verbs (GET, POST, PUT, DELETE, and so on) used by web browsers

 The payload (message) transported by RESTful web services can be of various types (content types)

– Commonly used is JSON as well as XML, but it can also be plain text, or even binary data

 A RESTful web service typically operates on a certain 'object' on a server

– The object is typically addressed through the URI (part of the URL), for example http://example.com/resource

 Actions on such resources are typically denoted by the HTTP request types:

– GET would typically read the resource

– PUT would typically update/replace the resource

– POST would typically create the resource

– DELETE would typically delete the resource

 RESTful web services are typically stateless

– Each request from any client contains all the information necessary to service the request

– The session state is therefore held in the client

 As denoted by the term 'typically' in above descriptions, there is no hard requirement for any of the described properties
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Example: A RESTful web service

Request a list of books:

Request:
GET /api/v1/books

Response:
{

meta: {  },

data: [{

id: 24,

title: 'Behavior-Driven Development’,

author: 'Viktor Farcic’

}, {

id: 25,

title: 'Continuous Integration’,

author: 'Viktor Farcic’

}]

}

Example taken from: https://technologyconversations.com/2014/08/12/rest-api-with-json/

Create a book:

Request:
POST /api/v1/books/id/24

{

id: 24,

title: 'Behavior-Driven Development’,

author: 'Viktor Farcic’

}

Response:
Status: 201 Created

{

meta: {  },

data: {

uri: /api/v1/books/id/24

}

}

Request a single book:

Request:
GET /api/v1/books/id/24

Response:
{

meta: {  },

data: {

id: 24,

title: 'Behavior-Driven Development’,

author: 'Viktor Farcic’

}

}

Delete a book:

Request:
DELETE /api/v1/books

{

id: 24,

}

Response:
Status: 202 Accepted

{

meta: {  },

data: {  }

}
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z/VSE 6.2: z/VSE as a REST Server
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z/VSE 6.2: z/VSE as a REST Client
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TCP/IP for VSE
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Summary

The z/VSE Connectors 

provide lots of possibilities 
to connect z/VSE

with the rest of the world.
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