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The B2B relations

Since ever, for trades and transactions for anything of value, including money, between 
different business entities, people and businesses have relied heavily on trusted intermediaries 
like banks, governments, accountants, notaries to ensure trust and certainty.

 Middlemen perform a range of tasks that empower trust into the transactional process like 
authentication & record keeping

 i.e. Central banks, PayPal, Government regulations, paper money in your wallet 

 Trusted intermediaries are important, especially acute when making a digital transaction, 
because digital assets like money, stocks & intellectual property, are essentially digital files, 
they are incredibly easy to reproduce 

 p2p cash payment doesn’t need man-in-the-middle

 digital transaction is untrusted and harder to verify and enforce certainty

Blockchain technology was introduced for conducting faster 
trusted digital transactions without a third party intermediary.



Applications & business processes today

Logging is THE procedure of recording how applications and 
networks operate on behave

- each application / software has its own procedure for logging

- network logging is different than application logging

- analysis often manual – unless monitoring standards can be 
used (i.e. networks, databases, SoR / CICS)

Ledgers - Business processes & transactions are recorded in ledgers   
- Commercial usage of the term is the 

"principal book of account" 

- actions are in place for KPI abbreviations 

Correlation of multiple business process ledgers are complex, 
expensive, vulnerable and difficult.

Extrapolate such ledgers to global enterprise processes 

or cross enterprise networks for a longer period of time…



Business Ledgers, Transactions & contracts today …

– Transaction – is a trade or asset transfer that will 
be recorded in a ledger. Each ledger contains 
specific information for the transaction. Different 
companies might record different information.

• John sells a car to Anthony (simple)

– Contract – condition for transactions to occur

• If Anthony pays John money, then the car is 
transferred from John to Anthony (simple)

• If the car won't start, funds do not pass to John (as 
decided by third party instance) (more complex)

Businesses have multiple ledgers for multiple business 
networks in which they participate.



Problem … individual ledgers, different content 

Global tracking… Inconsistent, Inefficient, expensive, vulnerable

Bank 

records

City admin records

Logistic 

company 

records

Auditor 

records

Commercial 

records

Real Estate 

records



Solution … a special shared distributed ledger

… Consensus, provenance, immutability, finality 

Auditor 

records

Bank 

records

Shared, replicated, permissioned

validation, ownership, tamperproof, trusted recording 

Real Estate 

records

City admin records

Logistic 

company 

records

Commercial

records

which is updated every time a transaction occurs through peer to peer replication

agreement,  ownership control,   tamperproof, single source of truth    



 Shared between participants, append only ledger

 Participants have own copy through replication

 Permissioned, so participants see only appropriate transactions

 It is THE shared Distributed historical database across peers. Implemented 

as a ledger for a chain of asset transfer actions and their ownership.

Records all transactions / trades across the business network

Shared ledger



To build a trusted trade system 

with a shared distributed ledger

it needs 

a new business network type 

- that is Blockchain -



The Blockchain 

Simply, Blockchain is a new type of business network using a
shared distributed ledger or decentralized database that keeps 
continuously updated with digital records of who owns what. 

Rather than having a central administrator like a traditional database, 

a distributed ledger has a network of replicated databases, 
synchronized via the internet and visible to anyone within the 
network.

Blockchain networks can be:

- public, like the Internet, accessible to any person in the world

- i.e. Bitcoin is an implementation using a public Blockchain 

- private with restricted membership similar to an intranet 

- i.e. Hyperledger is a such implementation



Bitcoin

– Bitcoin is the First Blockchain application

• Pioneer of Blockchain technology

• it is a public Blockchain network

– Unregulated, using censorship-resistant  

cryptocurrency

– held in a Wallet on the PC

– No one controls it or sees it 

– it is decentralized so no person, 

institution or bank controls the currency

Blockchain for business

- a technology for new decentralized trades

- not based on any cryptocurrency

Blockchain vs. Bitcoin …

… Blockchain is the underplaying technology
© 2017 IBM Corporation

BUT

is not bitcoin



What is Blockchain for business based upon

• it is a new business network type that can decentralize trades and asset 

transfer 

• closed network of participants called peers

- control is shared between members 

• enables more direct transactions - peer to peer 

• technological trust instead of middle man control

• like trading your asset without a control instance in the middle for trust

• you can track transactions happened and see only own details

- code is enabling trust instead of control instance

Blockchain is not replacing Systems of Record (SoR),  

Databases or Transactional systems, it complements them.

Smart Contract / chaincode

Business conditions 

embedded in transaction 

database & executed with 

transactions

Consensus

All parties agree to network 

verified transaction  

Shared Ledger

Append-only, 

distributed system of record, 

shared across business 

network

Privacy

Ensuring appropriate

visibility; transactions are 

secure, authenticated & 

verifiable

Broader participation, lower cost, increased efficiency



 public, participate with anonymity

 An unregulated “shadow” cryptocurrency

 The first blockchain application

 Resource-intensive – using mining for currency 

Blockchain for business underpins Bitcoin …
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 Blockchain for business differs in key areas:

 private Blockchain network

 Identity over anonymity

 Selective endorsement over proof of work

 Assets over cryptocurrency ( not based on cryptocurrency )

is:
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Linux Foundation and Hyperledger

• Hyperledger is a Blockchain Project 

under the Linux Foundation

www.hyperledger.org

A collaborative effort created to advance 

cross-industry Blockchain technologies 

for business. 

 Open Source, Open Standards and 

Open Governance Model.

 Currently more than 180 members, 

IBM is premium member.

• Hyperledger contains currently 5 

Frameworks and 4 Toolsets.

 https://www.hyperledger.org/projects

 IBM is supporting especially the 

development of the framework 

Hyperledger Fabric and the toolsets 

Hyperledger Composer & Explorer.

• Hyperledger Fabric

 V1.0 since July 2017 available.

 Currently 159 active developer from 27 

organizations.

 Focus is development of Ledger, Smart 

Contracts, Consensus, Privacy, Scalability 

and Resilience.
https://www.hyperledger.org/projects/fabric

https://www.hyperledger.org/projects
https://www.hyperledger.org/projects/fabric
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Hyperledger Members and growing constantly

Premier

General General

Associate

Source: https://www.hyperledger.org/members
Updated 30 November 2017

https://www.hyperledger.org/members


https://www.hyperledger.org/projects

https://www.hyperledger.org/projects
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Using the right Hyperledger Terminology and IBM Blockchain

• Hyperledger is a Linux Foundation trademark
– Hyperledger Fabric is one project under the Hyperledger umbrella

• It is NOT an IBM project

– Hyperledger Composer is a project under the Hyperledger umbrella

• IBM Blockchain Platform refers to the collection of IBM built components and 
services based on Linux Foundation Hyperledger Fabric.

See https://www.hyperledger.org/trademark-usage for details

Hyperledger
Composer

https://www.hyperledger.org/trademark-usage


Why Blockchain for business with Hyperledger

Increase Trust for any asset transfer / trades

Two fundamental 

types of asset

Intangible assets 

subdivide

Cash is also 

an asset

– Tangible, e.g. a house

– Intangible, e.g. a mortgage

– Financial, e.g. bond

– Intellectual, e.g. patents

– Digital, e.g. music

– Has property of anonymity 

Asset: Anything that is capable of being owned, transferred or controlled to produce value



Hyperledger implementation goals
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That Blockchain enables multiple different parties to securely interact with 

the same universal source of truth without man in the middle

 Streamlined settlement,

 improved liquidity,

 increased transparency

 new products/markets

Finance

 Unite disparate processes,

 increase data flow and liquidity,

 reduce costs and 

 improve patient experience and 

outcomes

Healthcare
 Track parts and

 service provenance,

 ensure authenticity 

of goods, 

 block counterfeits,

 reduce conflicts  

Supply Chain



Technical components in a Blockchain

Membership

Services

Consensus 

Services

Chaincode

Services

Blockchain Fabric

LEDGER

services

Security and Crypto services

Peers =

participants in the network 

running the Fabric



Hyperledger Fabric Architecture Overview Diagram
Distributed Ledger Technology Services  are what the Hyperledger Fabric provides

Distributed Ledger Technology Services

APIs, Events, SDKs

SMART 

CONTRACT

Chaincode

Services
Membership

Services

Membership

Enrollment

Consensus Services

Distributed

Ledger

Ordering 

Service

Network

Protocol

Endorsement

Validation
Secure

Container

Secure

Registry

TRANSACTIONSLEDGERIDENTITY

Security and Crypto Services

IDENTITY

Pluggable, Membership, Privacy 

and Auditability of transactions.

LEDGER | TRANSACTIONS

Distributed transactional ledger 

whose state is updated by 

consensus of stakeholders

SMART CONTRACT

“Programmable Ledger”, provide 

ability to run business logic against 

the blockchain (a.k.a.  chaincode)

APIs, Events, SDKs

Multi-language native SDKs allow 

developers to write DLT apps 



Functional actors in a blockchain solution

Blockchain

User

Membership

Services

Blockchain 

Developer

Blockchain 

Network 

Operator

Blockchain

B2B transactions

access to logic

access to 

data

creates

chaincode

applications

operates

accesses 

security 

certificates

Regulator

performs 

oversight

Traditional Data 

Sources

Traditional 

Processing 

Platforms

R

U

D

O



Blockchain 

Architect

A

designs



Blockchain Functional overview

• Applications using the SDK to invoke 

chaincode methods, which execute 

transactions 

• Applications interface with the 

Hyperledger Fabric in the peers via 

chaincode

– Chaincode is the condition on the 

Blockchain network 

• Network emits events on block of 

transactions allowing applications to 

integrate with other systems

cached state, 

history, tx

Blockchain

block

txn txn txn txn …

Blockchain 

user / application

chaincode
(Smart Contract)

Installs/Instantiates/Invokes/queries

event

Ledger

‘get’ ‘post’, ‘delete’

SDK

Peer
Hyperledger Fabric

event

State Database



Hyperledger Fabric functional components

Peers are the network 

participants that maintain 

ledger state and run smart 

contracts / chaincode

Smart contracts / chaincode

constitute the transaction logic 

whose output is agreed by the 

peer network

Consensus is the process by 

which agreement is obtained 

on the peer network

✓ ✓ ✓

Channels are defined 

subsets of the peer network 

that share a single ledger

Certificate authorities 

provide identity services to 

participants on the network

🔑 🔑

The Ordering Service agrees 

transaction sequence and 

distributes blocks to peers



Peer

• A Peer is a node / participant on the network maintaining state 

of the ledger and managing chaincodes

• Any number of Peers may participate in a network

• A Peer can be an endorser, committer and/or submitter 

(submitter has not been implemented). 

An endorser is always a committer

– An endorser executes and endorses transactions

– A committer verifies endorsements and validates transaction results

• A Peer manages event hub and delivers events to the 

subscribers

Endorser

Committer

Ledger

Chaincode

Event

Submitter

peer



Shared Ledger

Latest written key/values for use 

in transaction simulation

Supports keyed queries, 

composite key queries, key 

range queries

TX
Reads[]
Writes[]

TX
Reads[]
Writes[]

TX
Reads[]
Writes[]

TX
Reads[]
Writes[]

State Database
Transaction Log

Last written key/value

CouchDB (external option) 

supports keyed queries, 

composite key queries, key 

range queries, plus full data 

rich queries

blockHash  SegNo + offset

blockNum  SegNo + offset

txId  SegNo + offset

Block index

B
lo

c
k

tx array

File System Level DB

Replaceable

tracking history of a key

Key History index



Blockchain blocks in the shared ledger

- contains the data to be stored in the Blockchain

- the hash of the data 

- hash of previous block



Blockchain blocks in the shared ledger

compromised !



Channel

• A mechanism to control transaction visibility only to certain peers

• Consensus takes place within a channel by members of the channel

– Other members on the network are not allowed to access the channel and 
will not see transactions on the channel

• A chaincode may be deployed on multiple channels, each instance is isolated 
within its channel

– A chaincode may query another chaincode in another channel (ACL 
applied)



Orderer

• A group of peers are Orderers that run a communication 

service, called ordering service, to provide atomic broadcast

• The Ordering service is the genesis of a network. Clients of 

ordering service are peers and applications which:

– Accept transactions and deliver blocks

– Process all configuration transactions to set up network 

policies (readers, writers, admins)

• Orderer manages a pluggable trust model (e.g., CFT (crash 

fault-tolerant) or BFT (Byzantine-fault tolerant) ordering) that 

performs the ordering of the transactions

orderer

A
to

m
ic

 b
ro

a
d

c
a
s

t

System 

Config

Config 

Processor

Trust Model



Membership Service Provider

• An abstraction of identity provider

– govern application, endorser and orderer 

identities

• Used as building blocks for access control 

frameworks 

– at the system level (read/write access on 

system controls, and channel creation)

– at the channel level (read/write access), 

– at the chaincode level (invocation access)

• Represent a consortium or a member

Client

End-

user

Bob

Endorser

Endorser

Endorser

Membership

Service Provider

Orderer

C
h

a
n

n
e
l



External

Certificate 

Authority

Fabric-CA

Certificate Authority





Fabric-CA Certificate Authority 

• Default implementation of the 

Membership Services Provider 

Interface.

• Issues Ecerts (long-term identity) and 

Tcerts (disposable certificate)

• Supports clustering for HA 

characteristics

• Supports LDAP for user authentication

• Supports HSM (HW Security Module)

Ecert

Tcert Fabric-CA

cluster DB

LDAP

Authenticate 

Enroll ID, secret

HSM

Root 

Certificate Authority



Membership

Services

Provider

Implements



Consensus services

• Consensus = Transaction Endorsement + Ordering + Validation

• Endorsement: Each stakeholder decides whether to accept or reject a transaction

• Ordering: Sort all transactions within a period into a block to be committed in that order

• Validation: Verify transaction endorsement satisfies the policy

Consensus is the process by which agreement is obtained on the peer network

A consensus plugin can be used with specific configuration, as example, the Practical 

Byzantine Fault Tolerant (PBFT) consensus plugin is provided as part of the fabric.



Blockchain is the solution with a distributed shared ledger

… Consensus, provenance, immutability, finality 

Auditor 

peer

Bank 

peer

Shared, replicated, permissioned ledger

Real Estate

peer

City Admin peer

Logistic 

peer
Commercial

peer

which is updated every time a transaction occurs on a channel through peer to peer replication

agreement,  ownership control,   tamperproof, single source of truth    

channel channel

channel



Steps to build a Blockchain (1/6) – Configure & start 

Ordering Service

• An Ordering Service is configured and started for network peers

OO

O O

Ordering-Service

Hyperledger Fabric



Build a Blockchain (2/6) – Configure and Start Peer Nodes

P4

• A peer is configured and started for each Endorser or Committer in the network -

• Peers E0 - E2 are Endorsing peers and P4 is a Committing peer.

OO

O O

E2

E1

E0

Ordering-Service

Hyperledger Fabric



Build a Blockchain (3/6) – Install Chaincode

P4

• Deploy chaincode         onto each Endorsing Peer with appropriate endorsement policy

OO

O O

E2
A

B

E1
A

B

E0
A

B

Ordering-Service

Hyperledger Fabric



Build a Blockchain (4/6) – Create Channels

P4

• Channels are created on the ordering service

OO

O O

E2
A

B

E1
A

B

E0
A

B

Ordering-Service

Hyperledger Fabric



Build a BLockchain(5/6) – Join Channels

P4

• Peers that are permissioned can then join the channels they need to transact on

• Consensus takes place within a channel by members of the channel

•

OO

O O

E2
A

B

E1
A

B

E0
A

B

Ordering-Service

Hyperledger Fabric



Build a Blockchain(6/6) – Instantiate Chaincode

P4

• Peers finally instantiate the Chaincode on the channels they need to transact on and can 

process transaction requests

• The Endorsement Policy is specified at instantiation time

OO

O O

E2
A

B

E1
A

B

E0
A

B

Ordering-Service

Hyperledger Fabric



Transacting in a Blockchain

P4

OO

O O

E2

A
B

E1

A B

E0

A
B

Ordering-

Service

Hyperledger Fabric

1. Client initiates a transaction (i.e. Smart 

Contract A on the red Channel)

2. Endorsing peers (E0-E1) verify transaction 

(1) transaction proposal is well formed, 

(2) has not been submitted already in the 

past (replay-attack protection), 

(3) the signature is valid and 

(4) that the submitter (Client A, in the 

example) is properly authorized of the 

operation on that channel

3. Proposal responses are verified

If the chaincode only queried the ledger, the application would inspect the query response and would typically not submit the

transaction. If the client application intends to submit the transaction to Ordering Service to update the ledger, the application 

determines if the specified endorsement policy has been fulfilled.

4. Client assembles endorsements into a transaction

The application “broadcasts” the transaction proposal and response within a “transaction message” to the Ordering Service. The 

transaction will contain the read/write sets, the endorsing peers signatures and the Channel ID. 

5. Transaction is validated and committed

The blocks of transactions are “delivered” to all peers on the channel and are validated to ensure endorsement policy is fulfilled 

6. Ledger updated

Each peer appends the block to the channel’s chain, and for each valid transaction the write sets are inserted to state database.

http://hyperledger-fabric.readthedocs.io/en/release/txflow.html

O
A

http://hyperledger-fabric.readthedocs.io/en/release/txflow.html


Hyperledger Fabric integration

O

O O

O

Ordering Service

Client

Application

(SoR)

SDK 

(HFC)

Membership

Services

Provider

Peer

Endorser

Ledger

Committer

A

Chaincode B

!Events

HFC – Hyperledger Fabric Composer



Hyperledger Composer connects
Business with Blockchain

Business Application

Blockchain (Hyperledger Fabric)

?Hyperledger Composer



What is Hyperledger Composer?

– Hyperledger Composer is a set of tools for building APIs that makes it 

simple and fast for business owners and developers to create smart 

contracts and Blockchain integration applications 

– Hyperledger Fabric for Blockchains typically provide a low-level 

interface for business applications

– Features

– Model YOUR business networks, test and expose via APIs

– Applications invoke APIs transactions to interact with business 

network

– Integrate existing systems of record using loopback/REST

– Tools, APIs and libraries to support these activities

– Open community initiative in support of the Linux Foundation 

Hyperledger project

Business Application

Hyperledger Composer

Hyperledger Fabric

https://www.hyperledger.org/projects/composer

https://www.hyperledger.org/projects/composer


https://hyperledger.github.io/composer/index.html

https://hyperledger.github.io/composer/index.html


https://www.hyperledger.org/projects/explorer

https://www.hyperledger.org/projects/explorer


IBM Blockchain Offerings

Docker

Hyperledger
fabric

IBM managed on IBM cloud Self managed, On Premises

Support for Hyperledger Fabric

Generally Available

https://hub.docker.com/r/ibmblockchain/fabric/

*.*any Docker environment

IBM Blockchain Starter

for Developers

provision now on IBM Cloud

IBM Blockchain for
IBM CLoud

Generally Available

Available on IBM Cloud

Secure Service ContainerStarter

Start writing 
chaincode in seconds

High performance and 
reserved capacity

Integrated dashboard, 
logs and tools

Best in Industry security, 
isolation and spec support

Proven Audit environment 
for compliance and forensics

Community samples, 
tutorials, and quickstarts

GA
GA

IBM offers technical support for x86, 

Power and System z

https://hub.docker.com/r/ibmblockchain/fabric/


“At its core, blockchain is a shared 

ledger that allows participants 

in a business network to transact 

assets where everyone has control 

but no one person is in control.”

Leanne Kemp

CEO and Founder, Everledger

United Kingdom

Shared Ledger

Bank

AuditorOwner

Notary

Insurance

Company

Government

Conclusion: Blockchain is a shared distributed ledger that can 

increase trust in any asset transfer without central control engine



B3i Blockchain Insurance Industry Initiative

Quelle: Allianz

Achmea

Ageas

Generali

Hannover Re

Liberty Mutual

RGA

SCOR

Sompo Japan Nipponkoa Ins.

Tokio Marine Holdings

XL Catlin

https://b3i.tech/home.html

https://b3i.tech/home.html


https://www-03.ibm.com/press/us/en/pressrelease/53290.wss

https://www-03.ibm.com/press/us/en/pressrelease/53290.wss


IBM Blockchain platform

https://www.ibm.com/blockchain/platform/

https://www.ibm.com/blockchain/platform/


How we engage Clients with Blockchain

1. Discuss Blockchain
technology

2. Explore customer 
business model

3. Show Blockchain
Application demo

1. Understand Blockchain 
concepts & elements

2. Hands on with 
Blockchain on Bluemix

3. Standard demo 
customization

1. Design Thinking workshop 
to define business 
challenge

2. Agile iterations 
incrementally build project 
functionality

3. Enterprise integration

1. Scale up pilot or Scale 
out to new projects

2. Business Process 
Re-engineering

3. Systems Integration 

Remote or face to face Remote or face to face Face to face Face to face

Free of charge Free of charge For fee For fee

Let’s 

Talk
Blockchain

Hands-on
First 

Project
Scale



Questions?

IBM Deutschland  Research
& Development GmbH 
Schönaicher Strasse 220
71032 Böblingen, Germany

Office: +49 (0)7031-16-3796
wilhelm.mild@de.ibm.com

Wilhelm Mild

IBM Executive IT Architect
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